B+ 1)T 1 REAE AL
IN=F—=29T AR ENET 3

2024 E X A

ISTITBUEA TR R AL IR S 1 4R

—igttEixA JPCERT 3—F1—>a 52—
—gaREABFIRERNERGS

— R EEA/TRIITRE

— R EEAERY - EXAERBS
HEFENFHEABFRVINI—7FI)THE



B X

| R = o . » Y et 1
O. B BB E R . ... 3
M. AHA RFSAUOBEADEE ... ..o e 6
V. V2, 7HRICRAMEEEEEERRR. ... 7
1 B ettt ettt ettt ettt reanas 7
2 BEELTEDIREID oottt ettt ettt aas 8
. IPA (BATHERE) DRIIE oottt 10
4 . JPCERT/CC (FRIZEHERE) DRI vttt ettt et ee e ee e eneaes 16
B B BB B DTN .ottt et ettt ettt ettt et ettt e e 19
B . DL ettt ettt ettt ettt ettt ettt et enenes 22
V. 92777V 5—2aVIcRPEHMEREEERNR. . ... 23
T BB ettt et e et e et e et e st e st e s aesare e 23
2 BB T DIRTEID oottt ettt et ettt 24
3. IPA (ZATHEBE)  DDXFIr oottt ettt ettt ettt et ee et e et eeeeeeaes 25
4. T T T A R B B B D XIS ceeeeeeeeeeeeeeeee ettt ettt ettt 28
&1 BEEDBREN . . . . 30
1822 BRBMEREIRND IO —. 32
&3 IR AIT DUNT 35
1 B R DN S I R & B T i i oottt et 35
2 HLELBHRE DT TI K RETEBIZRERA oo 37
3 UxTHA MEEENODE T AREIERI R e 38
1824 HFBMOREEEICEET AE R AT OUNT . 39
ﬁﬁs VIMOIT7HRICE T HEBPEEFEOTURMZOWLNT ... 40
1 B AR BE B TE T DD ZAZE oottt ettt ettt 40
O KL AES D /NFE L B D ITEUN oo, 41
3 #iﬁ%kb@w@%T EZRMED BB MT DU N T ottt ettt 42
186 VI I7HIOHEBEOIBZWNZET IEREE~ORSE ............. 44

187 FHAFSAO0BM-BEEER—K. ... 56



I. FL®IZ

I. [XILBHIC

O RAA RS54 DEK

2000 FtEL Y, BAERNIZEWVWCY I I ITF7O0cIT7T)5r—2 3 VDM
BUNEREINDIEMBRITEY. ChoDRBEUEEZERLETET Y ER1T
HPAVEL—FIAMINADEMICEY, ERFEAEFLLEYVITREENRSK
LEYBEAFERARALLEY oz, EXGHBENELTVET, ECT M
BHEAERBIER SNHEIC, TN ZEDLSICMYZSINEMhERLL .
BREEXEETIV I b I 7ERBIEREEFRIIREZE 1M 2004 FIZHIE SN,
2014 EORIEZRET, 2017 FITHEICRFERESET VI MV IT7HAFDM
SIEEERBICET SMKMERE ITHYFELE,

RKAA LZAUE, LRERZHBFR. BHEEFROBUGREIZLY. o
VEA—AFRETI AR, AVEA—FVDAIINRFIZKSHWEREZNFHT 57=
OIZ, BREBICHRET ZTAZLEYELEDHEEDTT, 512, KA FSM VIS
EOCHHEANEYMBEMICHETERTEEL 5. ZEOXREFVVEDL (fHEMHED
FLEDOKRE S OZEGEDL S THE. ML 4 2SR 28 L TRY K
STENR RREBLAGHREEZIZ. D JUA MNEEBLDRABICELWTEHE
MG ERNEHETIZEDHHEEZRI ZEICERYBAET,

EARMIZIE, MITBUEANFROIEHERE (LT TIPA) £9 %) DNZAHEES.
—R&#EEEAN JPCERT 3—TFT 4 r—> 3 vt 24— (LT, TJPCERT/CCI &3 %)
AR E LNV SREIZHEND, XRE. RFEARE. Yz JYA NEEELHNE
LM oS HEREERRICTNT 50D, TOHRRMNOARICESTALR%E
HFRLTWLET,

BREDARIL. BEHEEEEFROIIRWNCEL. KA KAV EHEARELT
CHIELEEVWET I OBBOBRLEITET,

O XA RFSAVDEET S5
AKHAKRSAVDEETRHEBELE., TOAHIZEHICSBNV-LEELVEMREUT
[ZRLET,

D VIR IT70zTI7 IV =23 VICkBHERRLEA

fEssE 2 RRE INRIEL [PA ADBEHZ ZREFCEZEL, VI FII 7D
HERRINEARNV. 2. 2. 9z T7TI5—2 3 0iBEHERRINAEA
XV. 2. ZTSEBFEEEL,



I. FL®IZ

2) BHEAKSI VI MO IT7HGORBEICOVNTERERITEA

JPCERT/CC AoV 7 b T 7 HADIEHMEICOVWTHGRREICERT H5BE
AHYFET. VI U IT7HAOHBEEEFBOMKZL O TOELREINV. IZEEL
TLWFEY, HEFAREBICLSIRATIENV. 5. 2ITSEFEEL,

3) BMBOVITIT7 IV r—2 a v DRBEICOVWTEREZITI-A

IPA ooz T7 TN r—2a VOB EICOVNTY z TH A MEEH(CER
THRBEELRHYET. v IT7 TV r—2 3 vORBHEEERBROERKLNO IO
TREFV. IZRBLTWET, VT A MEEZBICLSAIGEV. 4. £ T5HEL<
iy,



I. REOEEEHR

I. AEEDER LHIR
AAHAFSAVICAVONSAEDERIFLUTDREY TI,

1. Hegett

s eF. VI MV 7RHECD I IF7 IV r—2avEITSNTC.aVvEa
—RAFETIVEXPAVELA—FVAMILAEOREIZEY ., TOHEECHRETIE
BORAERGY 55EF2) T4 LOBEERTY,

TE. ERAREORBEULGERELYz IJH A MNEEEOTEYGERICK -
T. BEABRRENE LTV L AGHOTICEESINTELT XY T4
FHTEGK B2 TLWAIRELEAFTT (Vx TH A FOTEYGERICEHL TR
e 1ISHZRLFET ),

2. Hess4REERERDIELE
MESE R ERR & (. MESEHICET SRB|MTHY . ROVWTIANIEZETLHIED

T,

1) HESSMIERR
MESEHEDOMES L UEFHERTBERNOIETY,

2) WEEAE
MBENEET I EZRARZE=ODHENDETT, HIZIE. HEDAAN
A=K YIRBEOAREEZRIT SV —ILENZAELET,

3) MEBAE
MfEEZERTA7O05TLPaAT VR, T—EBIUVENLDENVAD &
TY, HlRIE. TUVXRTAA Fa—F (181 %2388) ., avEa—42794
IWRAENZELETD,

3. XERAE

MEAEEIL, EHEENELSMBEZRIB T LEIEIMRERDLAEZND &

TY, BBAELBERENORYET . L. KOS K54 0T, IdRAE]

EDRBNHEBE. TEEAEFHIMEEAE OEKRELYFET,

1) EEAE
MEBENRRE G >TELLIEEZRBMT 51-ODHE BEAHEILIEFLLY)
ThY. 7—9 7390 F (181 288) LFIENRFET,

2) BEAE
MEBEEZTDEDEBETIHETHY . Ny F (T 1E2388) FLHFENF
ER

4. HIAKR
AR & (&, JPCERT/CC AN o eSS 1B EIRMMDBM Z R (T - mRARE A RS
5. EHERCOBRBEADKREFOZETY,



I. REOEEEHR

5. YVIZrOIT7EE

VIMDITF7EREF. VIMDITEERERIEY I b T7EHARAATZN
—FHOI7EDNAMZETHIAGOETYT, BAMBEROFIECRREBRTET
SDTWAEHIZIa=-_T4ELTLAMEETELRL, A—T2oVY—XYT DI
TDEOIBELDLEHAFET ., EARPIE. 1 ZSELTLIZELY,

6. A—TY—RXY Tk ITF (0SS)
FA—ToV—RYT LT T7 (08S) &lE., V—Ra—FARXBHSIhTWLT, &#
THRETAF. FATHIENTE, SHICHEB. BREANTETELSEI/EVRE
LDV ITLIITDIETT,

7. 9xIT7TUr— 3y
DT IF7TYr—S a3 blE. AV8—Ry b EDY T ITHA FETEHT S
BEDSRTLD ETTE,

8. RR&E

EREL(X, EHEMEEEFEREZERFLIIMELE-EO LT HRIE. VD
FOZTT7DMBHEERRLIZAD, 103 —3y F ETHBEEEFEREZAFL
FFAERETEFYVET, VIFIIT7OMBEEHRRELIE-ADHERRELT
WBADHIFTIEHY FEA

o. HARRE

HMERAREELIT. ROVWTIAMNIZYUTEHIENDZ LTI,

N VYIbrOIT78EGE (0SSE#EL) #RAFELIE-BEF. EA. BA. £Fa=
1=T74

2) YVIrHI7HE (0SSEZEL) OMI. @A, REXEIEERFTIET.
EANL. BA, F£FEFa3az=F~4

10. MESHIEIREE
MeSSIEMREE & (X, ZITH > e HEREFRIC OV T, BRME. MSEIEICEAET
B EERIATSHETT,

11. 9x7H4 FMEESE

DT IHA MEEEZELIZ. Dz ITT7TUS—2 a3 EBETHIERDLETT,
LIV ITTITIr—2aVhERR. ZEAFOEBICE > TEESIATWNADT
BIE, TOHEBIZUELFET, BAICE>TEESATWWSDTHNIE, ZFDE
ADBEELET, vz THA MEEFEOHIL, 1 E2SBLTIEIL,

'ENDVI NI ITHEOENTOELSRTHEZET HSHE GERROBREANOKE
REEF) 28#FJ,
4



I. REOEEEHR

12. ERAAE

BEFAEELIEI. VI NI ITERDTA 2 REFE (BARMTHRWNWT—XRZE
L) EZTTYI M ITEHREZEA-EEILIET.EAFTFEZEBEADILTT,
—fRIC., VIO I T7EROHEEXNREERT HIBICHY T,

13. VRTLIBEEEE
VRATLREBERBEFLFI. VI IITEHREAFL. ZNEFL-TURATLE
BEL. MASICRMRI DZEAFTEIIBEADIETT, VATLOEEY—ERD
R ERADY—ERFE LT . EETHLIV T IH A MEEEDIMBMERNKRESE
BIoaZEtHYET,



M. XAA K54 2 O#ERDER

M. XA K54 2DBEADEHE

KAA RSAVIE. ROLDIZZAGEBETH-T. FOMBHICERT L
DABEFEFELEZHOARICELIAEZTNOHDELEDIERLET,

OBAXEATHAINTWSY I MO T 7HA

- TEE7ILTYRL] S TTORIL] ZEELTVELDLEAFTH.
— e TRES 7L TURX L] 2 TTFA R3] EOEKTOLODOMES M
FEAFEEA (TOFILOREITRDIEBEICOVTIIHE 1 258)
VI MO IT7RBICRSESEEERFTRORFVIEL, V. TRABLFET,

OBHAEANLGDT IV EANEEMICHEIATWS Y IY A b THEET S
I 7TUr—ay

FIZE, EGaCTUOVYNBRETHDS. HHWEIURLDRR FEDER LA
FAAL M Tipl THD Iz THA FEDZETT,

Dz ITT7 TN r—2a VIR AHGHEEEEFEROBKLME, V. TEABLE
e

BELEDHTELELWVGEIZIE, BEEERNEXZAOATELCHEEZ YT
770 r—Yay, BRFAENOMNIEALERSEEEZY I FIITHRHAEEL
THMHT D ETERELFT,



I\

1

V. V7 roIT7ERICERDHEHEEEEFERRE

V7 b I T E&EICRDIEEE R EFHR K

M=

VI rOIT7HGEICRDMEHEREFRIEOBEX. H10EY T,

REE

1 sREE. PAICKHEHH
B EERERE T HS

IPA 9 IPAIXIOEHIS LICHIEHEREART D
2 IPAIZ. JPCERT/CCIZ
iz 5514 RS E F R 2@ &0
T3 8 IPaLiPCERT/CCIE,
fESETEIER. BRI OER g—\g =
JPCERT/CC | BEUsBRREART 5 ) T
FRE

A

3 JpcERT/CCIE 5 JpCERT ™

. /cCld, HmBARE
R EICHES LRABETS e
HEEESREERTS |

7 BRmKEL.
HEFAFICELDIRIEBRTESL
%Fﬁlﬂﬁﬁ%% FIWrL1=354& . JPCERT/CCEEAREL- LT,
AFRBA LSRR GF AEICHESHERIED

%Eﬁ:ﬁﬁ%% BERRUAIGKRIS OV TEMT HIEN

TES
6 wEmREL.
WS EENERT S

KEURMARENEHARDITRTORRFAEIC
eSS REE D FE R PR IS RIRIZDNTER T S
CENHERTEDHAICIT. AREAFDEAME
EETDEDEALTT

1 VI MOI7EGICRDMEEEEEFRRROBME

4 BMEmREED.
eSS IEREIE1TS

(VI b 7EHAKIZE T HEBRFERIMZVOER T O—(LFE 2 5 H)

1)
2)
3)

4)
5)

6)
1)

8)

FEEF, IPAICHSEEEERRZREITHS

IPA [, RITER - /-HE55M4RSEF#RZ. RAI& LT JPCERT/CC ISEBHNT 5
JPCERT/CC &, He55 4R EFMICEART L2 HMAREERHE L. HARRAREC
Mt EEREENT S

HMFAREIL. BBERLEZTL. TORRE % JPCERT/CC [CHET S
JPCERT/CC & HMBAFRE (X, MERAEDIER BN DFAREMEI & DREBICEY
SHAR., HEMBHFERALICHRS VRV ZEZEZBEL DD, BBEEFEHROLARIC
B3R 72— ILERBELRET S

BRRAEET. BRBEEFROAKRBETICHERAEZZERT HEL585H5
HNmFAREE. RAFMRABICELDIIVRIVZERTEZ S L LGS,
JPCERT/CC &EAEL-ET. ARBURNICHRFIRAEICHRBEREDER. xt
RAEBFURGKRICOVWTEMT 2 ENTES

IPA & & U JPCERT/CC 1%, Ma351%1E#R & . 3) 2T JPCERT/CC A oEHK L =T~
TOHEGHAREEDHBIUERIADHER. WRAZS LUK REELART S

7



V. V7 roIT7ERICERDHEHEEEEFERRE

9) IPA[LHEEHEHRZE. RAl. MFHITLITAKRT D

2. REBHOXIG

1) RREDEHEH

NVIZEFTA2HRE LT HAFAREUNDE (HIREF) OAZELTWLSD
FTEDY FEA. EMFEAREEETH->THL. BHDOVY I MO I T7HERIZDOWN
TOEMREERFRTH> T, BBUEASNBOYV I I ITHAEICEENSC
ENMESNDSILDERR -MELEEE. REELLTORIENHERSIAET,

2) MESEEEERROER - B
eSS MREFHROFER - MIFICHRL T, BEERICHN L ENTNED
[CBELTL S0, FMllE, FE3Z3RLTIESLY,

3) eSSBS EFROEL

RREE. R LUHBHEERERFRE IPAICETH TS,

L, BRENSEEDBHEZTANDIEZAKEL TV IRAREE'D
55, BEERBITHAZ ELARETTY,

ZORE. IPA LEGRAREOMAICEITH SIHEI1CIE. BERERORAZIREL
LAEWKSIZ, EBEEOFEEICRT-HNARARELDOREXEST5H. IPAIC
FEE5LIZEEDEIC, BBFEICLTLEZEW, I, LIFDRE% [PA 2EE
5581 HRHARE~ATOEZRMNT L ELLIC. TOBMEZTHo-EZETH
[CEHEEL T =& LY,

4) MEssHREFEROEES &K URR

REEIL, BRBMHEERERZELYTEALLZVERYE=FICBRLALTL
W (REEFICHT HERIEFATEE. UT NERIEFTKE L0V 5), =
L. ESGEANSH > CTHRBEEMERRERTIT ILELNHDESICIE. Bl
(2 IPA [CHEEK L T 3L, MBMHEEFEROEES K URARICHRDEMGR
BICBEAL TIX, 183 EFSHML T ZELY,

HE, BER'DS 1 FLUERBLEBHICOWTIE, RREE IPAITHL.
FRIEFATIKEORY TIFERDDZZENTEET,

Ft-. EHRIEFATEEODHD H AR L. HBHEEERNAE=ZITEZLL

2, BHOMGHREOERICHET HAREML H SHHEHHREEFRICOVLTIX, 21T
BNAWESEARERENHLZNESIZ, IPANBHZITS ZENEENFET,

* IPA $ & U JPCERT/CC AMREET B REFF X SKRIFERR— 2 LY 4 b Japan Vulnerability
Notes (JVN) (23 % JPCERT/CC B mBAREF U X FOHRIZEE L TLET,
YERAAERSAUDN. 4. DITBVWTHRESN-EREZRVICHAT-AZEERELLET.

8



V. V7 roIT7ERICERDHEHEEEEFERRE

BUWESITEYIZCEELTLCIEEEL,

5 REITHAHFEHROAR
HEEEE. BTHABEROPTUTORZHSRL TS ZELY (GEHIE.
https://www. ipa. go. jp/security/todokede/vuln/uketsuke. html ZZHB),
(7) REFEORRBZHANT H5-DDFEH
(€4) BFA—ILT7 FLREDHFKREBBDERL
(7)) P)BEVAM) DERARKE~DBHNDAAR
(L) HEFAREINCERERZZTASIZLDAIE
(#F) () DBRDEAE
(h) MESEHREEFRICHZRLIVI PV T T7RHEDAF
(F) HRBHEREEFRONE MBHEEFREZERETIRIE. FIESLUV
HER)

AEETHNIL, MBS FEET AN E—HITIRE L TS,
f=fzL. SEHLOEFICIR L TIE. BEERICMN S Z ENGE K SIS
BELTLEZEL (83 ESH),

(V) EABEROIRRAZE (HRERE~OBHNE L UVEEORRIEEOT
B, —BADLXRDOTAE)

o HBREMNEFALUIMGS. IPA(X, JPCERT/CC XU MBARKEIZHR L
T. RRBZRELI>AFEREZRMI S LIEHY FEA,

o BREMNELIFE. IPA B KU JPCERT/CC (X, HaF5141ESR & B M6
RECLDHBHERIIDOHER. IERAEBLUHIGKRELART S
RIZERERZMHETAEEEHIC, HEAREBICHLTEH, KA
FEONRFFICHRBLEZMELETHICLTHELET,

(&) #hiEs (EREARE. thotx 1) 71 BFRERESE) ~DRBHDIKR
%
(3) =i, HEMEBEEFRICAHAT L5EFR

o HEMBEMREREZMYKS LTSELLDER (HaOFIRAEH®
FIAEORE (BEEA VISEXBZOFARALNHLSFH). HkMmeEH
~DHEBEOEHBFERE) NHNE. fETRE LTI,

6) HWARREE L DERDFRIM
FREEIPAICHESE R EFERZE (FH /=% IPA & &K U JPCERT/CC =4 L .
HAGMAREOTHRZE T, HAMRELERBERXIRETILENTEET,

) EHEORIE
RREAF, BHER. IPAITEBKEOBNWEDOEZITIENTEET, IPA

P BAMICIE. TREEa— K. TEEXFYTFvl. 0T %,
9



V. V7 roIT7ERICERDHEHEEEEFERRE

[T, KHA RS54 003, [CH>TREZTL, ZEREEBOBLEDHEICXL, B
IR MORATZTVET . HRREL, ARSI ERZALYICEZEICH
RLIENWTLCES LY,

3. IPA (ZATHEEE) D*tIG

(D eSS EEERBOBEHZ M ERFENIZDONT

1) HMessMEEREFEHRD =24+
IPA DHEs5 1R EFERDZATICEAL. FEHRIELTO RL ZISBZELY,
https://www. ipa. go. jp/security/todokede/vuln/uketsuke. html
[EHIE 24 BREZIFFIFETHN, ZIHAIFEFERICDONT 2) UIBOEEXEZETS
DIFRANEXZBDHELBYET,

2) BHEDZIE
IPA L, BHORBELPUTOEREZI RTHEIZLTWSEHIELI-F., TOR
RCEHZREL. RREISERLET,
(7) LE2. HDEBEATARTEHBIATNSI L
(1) BHARIZFESENEN. &
(D) BHORELERLTA RS54 U OERAEHEICEZETHE (MEESE)
(L) BESINTLWLIABTIEHEETHSIZ &
(F) BRRODKeEEM & FEG DB HEDOREERHRTH S Z & (JPCERT/CC,
MAREFICLIVARINIGEHEHOEERFRTIEENI &)

TE. IPAE, ChoDEHICKY., BHOZEFERLIFAZEZHEHL, T0D
HELELLHICREBICERLES, 4B, RREICEHOZEZERL-AN
IPA # & U JPCERT/CC A Hfe55 4B ER MO KT LM L1-A (FER) &4 Y
F9,

3) BELGFERTAFIN-MBARERBAADX

IPA X, MESSEREERBMODAFAEICBEALTREAMLEREA, L, BELGF
BRTAFIN-MRBEERERKRTHS ZEARBLEE, DEZRYLHL
ERBHYFT,

4) JPCERT/CC ~MiE#&

IPAIX, ERE2D). DITHITHEHAICDZIEDNHIBDIER, WIS EMNEY
EDHIEET L= HERERERIC DN T, EHIZ JPCERT/CC ISEM L F
Yo BH. BTHSINERBEICEIEENKEVGEE., ZRDIRFICEDLL
¥, BEMICERRWVETVET (k4 25H),

10



V. V7 roIT7ERICERDHEHEEEEFERRE

5) MeEsiEREE RO IR L
IPA (X, HESSM4REEBERICEAL T, ELHLEAMLGTLEY K RE - JPCERT/CC -
LU GRAREUNDOE=ZFICATRLELFA. L. UTO LS BRELGER
NHLEE. IPAIEE=FIZEREHTRT S EAHY ET, GH. BT
Emﬁié%n~WAwW%ﬁﬁ¥ﬂ%ﬁwiio
(7) MEBHEEEAET DIV I FVITHEDN, OV I FI I 7OV THA
FTRASNTWRIGEEIZ, TALDERRAKECY T IH A MEEE
[ZERT HHE
(1) BEEIBERIT IKAEZEBRETCETLHVEDSEIC. EXHERFEEA
EERNEEMERORTMRESHIH S A TLEXF YT EVA
—E DN BRI R ERRICEA T SR £kET 556
CDiGE. BREDHFEES-L T, JPCERT/CC &EHEL., MFEMHED
BRICVWEGRBRZUGEREICRARI S EAHYET,
F1-. IPA L. MESHEMHREERERICEL T, ZNICET AMBERFRNS—HRIZL
KRENDETOMIE. RE - JPCERT/CC - UZB RHAFRELNDE=EIZHEZ
WLAEWESIZEYICEEBLET .

6) XREICFRDFHROIREL
IPAIX.RZ-EREEZECRREEBICRLIFRZ . RRENETH AU,
JPCERT/CC t HAFFEEB L LUVE=FBICKAVLAGVEL SENICEELET,

1) HMeSsttBEERHROZER DX G
IPA (&, JPCERT/CC IZ:@%0 L 7=ReS5 14 BAEIFHRICEA L T, UTDOLT hhIZEX

LI HGE. RRBICERTHEELIC, REZRMYPHLEIEABY FT,

(7) HfﬁEE MRS ERRICEZE LG WES

1) KHA A OBEREENTHDHEE

(V) MHEIZELZEENNSNGE ((H4 25H)

(T) MESSMERERHRMABAMTHY ., AOARINTVWDGE

(F) BGERAEEN IR TCORRFRAEFIEINT 558 (VATLBESER

BEZNLTBAT ST —RZEET) (k1 23HR)

8) HREBLDFEMRMIHR

IPAIX.BHEZRE LR EZRBICHAVEDLEZIT LI EABHY FT . F-.
EEEMSHEWVEOELNH 135S, JPCERT/CC L4BEX D L. WYL IFHRO AR
FITWET, 4B, FREEFELOBRBBICEL TIE, BZFIZEBRNRTALLE
WEHS>BELEY,

9) MeSsttBERBRDEED T

IPA [%. JPCERT/CC &EH#EL T, EITH o =IEBIERERFEHRN MDY T+
11



V. V7 roIT7ERICERDHEHEEEEFERRE

IT7PVATLIZRETHZEDANET I LI OTHFET . HEDOIHHERICO
LWTIE, JPCERT/CC 2t L T, HmBAREZITERLET,

10) MEAES LUORABIKTEDOHE
IPA [X. JPCERT/CC Z 4t L T:&#& L =Ie S5 1EBERMIC IR 2 HMBAFREE DXIEK
HEB UK ZE. JPCERT/CC EHALFT,

11) EREFATKEDIRT

IPAIX. EEBENG 1 FUERBLEBHISONT, ERED SIFHIERTIK
BEOBMTIFAROoNHEE, ChERYTIHFET, T0LE, HERARENE
HLERICEYRGICHEZET 556, [PAIXZTOKIRERRE(EYIZEREH
L. ZREENEHRATOLELZEHMICHMTELSLSICLEYS,

12) BEMGIFHRREEERORRE~DEH

IPA [F, BHAE SN - IERIEFFRICEI L T, JPCERT/CC AN BUATHERS A0
EECHELEIDEFARGY—EXZRETE-ODOERELLEHER
AIHFEFEFICH L TEEMICRHESINES, RREBICHL T, TOEZEE
MLET, AREBRASFXRBFABY A NN\—tF2)T1E25%— (NISC) @
BHO (EEA VIS0 AMN—tEFx2) T4ITRATEHEE] ‘TEDIEE
1VISRREBFELTT,

13) —fR~DIFERD AR

IPA & & U JPCERT/CC [&, JUIN & U T, —fRIZxt L. Ba55 14 1E#ER & JPCERT/CC
NoERLEZTARTOHSFREEDOHRBERIIOER. MRAES LUK
MENRLET, 512, —BARLI-%Z. HREARELOH-AREKRAEESR
BKRDONTNNEIEAAZZITR 158, TOHREEHLET, £/, H
ZIEBEICETIERANDERFRELEGSICE., HARAXEELHEDS Z.
JWICEWTERICET AEHZTVET . URERICEAT S 1HEHRASLBEDER
THWEE. IPABS KU JPCERT/CC (X, W IZEWTEEHFITOETOM. A%
ERICEAT 2EHREE=FBICRAVLEVWESEYICEELET,

F1=. IPA XU JPCERT/CC (L. JIN ICEHET BRILVEDHLEEXRZBHARL., £&EL
T 0SS HICEL T, PRTLEESEECHUSIAZTORB UL ZEZRI L
ZEMNELT. MULWEDLERIGEERLET, . BLWAhEICEAT AR
DWTIE, BDEICHELCTIWDOARFERICKMLETS,

—BADEFEROLARICEELTIE, IPAIX, BREFBIZCZEOEZEMLET .,

SNISC EBA U ISDYANA—tF1 T 4IRDTHEHE
https://www. nisc. go. jp/policy/materials/index. html

12



V. V7 roIT7ERICERDHEHEEEEFERRE

14) REHEHRMOEFT L AKX

IPA X, ESBEICRAREZRANBE LEEEBOELZRY ., TOHEREL
TOWEDTFHDI=HIZ, ZIHFIT-IEHEEERFHRZERST L. MEERELT
A58 —2y bLFTRHA OFPHTLITARLET, MEHFERICIE, BHEK
DEFEMEBRFENEENTT,

2) ABTEEHDLARHEIZDONT

1) ARHEZEZOHEHE

IPA [&. JPCERT/CC M IV. 4. 10) M@EENZ =1+ T, JPCERT/CC & RABAFE &
DETHRBERBROLARICHFELIFABNRAIETHS EHELI-HE (UT AR
TRE] £WVD), TOERBIBBUFERELART IEHZEHLTLEIHZHE
35 ARAERER] ZHEBILET.

RBTREEL(E. ERMIZIEUTOVWT LDy —RIZEHBLET,
(7IN. 4. DISRLEERAEZZINTHATLHMRARREL 6 v AL
ERARNGNMES (LT, REBTFEE] &)
(NEBFAFEE L N ARICEATIHIRABETOEANERICES LEDHSR
B ER#EICE LIS NDIGE

IPAIE, ARHEZERICENT., BEFRELRLGVGSICRGFAE
ENRITSIPWMEL. AR LEBSICHARES. ERFIAEFNEY 5 5577
WEDNFVRICERT HEELIC, HEMEELEFREL. TRRZHRY 5 5
BRENBRERAT S L HREL. BN - REAMOHHHETO X EERE
LEYT.

IPA(E, PIIEEFEL. HHABTREHICHERENGTVOEESE. ER©
HAN—tF1)TADEMR. ZZVI MV ITEHEIFOEMRZARHE
ZESNRRICHEALFET, ARHEZERET. BREFICERRAOHZ ZiRMH
L. ZOEREHFTA. ARVPEANENEHELET,

Ff=. IPA R, BEENNSVWEQERAICLY., HEEEREETIIRVERT
T HRBREEHICONT, HESICRL., XRHEZESADHEFONILZ
TLWEY,

2) HIEICRLEGFROINE - BE

IPA (X, JPCERT/CC M o B AFAFEE DEMRKE (A—ILT7 FLAFE), 1B
EERHIE U ICHMFAREICL DMBIERAEDHER . IRAEZE L URHBIRT %
BIRL, ARHUEZESDHEICHELGEMEERLET,

3) RMEBFREREHICHRIEMBERE~DER
13



V. V7 roIT7ERICERDHEHEEEEFERRE

ARIFZERE. ABTREHOESEETHLIARMAREFICH L. HEHES
HERELARTARENESHHETIETERLET,
(7) ERAR
ARHERESHESRAREIEZ 2RBIE. BEIBHEFEREZD
FEZHIE LER, B, ARTFTEOXE. EREDRE L LIRHE
BT,
(1) ERAE
ARHERESH LHARREEICH L. EFA—ILFOEENFERE
Lo GEREHAET, ERIE. TSANV—ITHRICEELET,
Fl. ERTEEHDFZEICIE, HESOAEEZERLI-CELEEL S
T. BEBHER-LIZIDEHATLET,

BE. COHUBRFKEENS . HHEERIEDOBR. MERAES L URGIKTD L
TAL—DULIZDODVWTH LWRELAH - -BEICIE. TORARIZKEH LT, IPA
(XM MRS E BRI R DN %E JPCERT/CCIZRT ZEMHYET,

4) BEREISDERIER

ARHEEESF. HARRELZIEILDETIERENSCOEREREITVE
9, ERERIE. REIELTEAICESFHRETITVET, £, OKR¥HTEEZE
2. FOHEBIZLH-T, BEREENSCOBETHERZHENMT I ENTEET,

5) ¥|E
ARHUEZESF. BRI REOCLUZEGEAREFLILOHET HEZRED
ERECEDE, HMEROARICET HHEZITVET . MYZSEHLAT
BT RTOEHZH=TIHE. IPA B KU JPCERT/CC TRART S EAEL &
HFELET, TNUNELRZLGWIEEHIELFET,
(7)AEME L AARARE L OROIEHEMEHREROARICHR DI ABLS LT AE
Thd & AEFHEEHTHHZ L)
(1) EBEEDOFEELRDLEND &

VI MO ITHROMEMREIE. VI FOIT7ERFIIEWNT, OV
Ea—3FRE7I7EAPAVE2L—F DM IILRAEOKEICKY ., T
BEOMEEEELSERELY 55X T+ LOREERTY ., V7
FOT7RFBZEVT EREFI) T4 DZRER (HBEMNE. T2H.
ATAM) O1D2UENBESNSAESELHY . TORERRE L SHMEESE
&% IPA FE1=13 JPCERT/CC AAE(RMIZHIRAIRETH Y . MARARENK
AETELRVEE, fBEOFEENROONL LFILET,

HH. HECBENTIE, —RUEY I O TEROFEARES, &
AHERENHONLHRRTLTVWAHEREHEEEELET,

() IPARRARLAEWVEY . BEHFHREMYSLEVERIAENVNDSEL

nhHas &
14



V. V7 roIT7ERICERDHEHEEEEFERRE

HERAREEN LRV I MV I 7HEORSRFAELEICHEEICALM
TEHZENRHBLGIZEEERNRELFET, HIAE. VI DI 7HENT
BRENTWEBZEE®L. VIS FETHYV U A—FAEETHIEEIE
CHICEZELFET,

(D HBHAFRECHURIAEORREFZRENICHEL T, ARNEETL
W EFIBTg H3A - BIEHNGLI &

HERAFKEOREACESFRABEORREE AT, 2RI S5 EHE
BTRHAGWEHIE Y HAEGER - BEL/HAEEICE. ARETVLE
‘A,

6) FERDBEEN

IPA L, RRHEZESHITOEHEICEDNT, DRI IHMESIHDEIEE
TUW, ZOHRLERZ JPCERT/CC B L VR ARARFICEMLET, =120, &
RITEEHDZE. HARARECETEMLEEA,

) HIERDOX I
IPA (. FIERRICL T, UTOREZTVET,
(7) MREMEHRZLART DEHESIN-ZEOX
s EBMELNRT HEVSHEICHES-HE. IPAIK. ZDFHIE
THFEA. RBEFEBROLARZHHTSIELEDIZ, LTONEZITL
F9,
- BEFEEEKEICHLT, ARICEI DIFHRENETTOED S FH
%L@‘%LTL‘% EIZTDNWTOHEREROET, ==L, &
BEEHDIGEE. EROEDHLIFHMEITHE LTSI &IZDLY
—CEEE HELEHA,
- ARBERELEFT,
" ARTIAABICOVWTHERAREI HERZHFET S RBZIER
LET, =L, ERTREEHDIGE. COEREILEFEA,
- JPCERT/CC 1=, ARBELHRRAREN /T ON-HEEZHRET S
REBZBEHMLET,
- ARBIC, BREARERLE EDICHEBEFERSFE IWTLARLE
Y. F7-. HRHRARENCHEZRELET LRBNRESNI-HE,
TORBEHREBLTLRLET,
- FHREBIC, ARLECELZEMLETD,
(1) MEEHFERZEZLR LGV EHE S NIHFEDOXIE
MEBMHREREARLGEVE VWS HEIZGE - -15E. IPAL. ZRE
[CZDHEREEBHZEAMLET,
(77) MESBMHBERMOARICHRIABRNAETH S LFHIESINIZIZEDRE
MBI FERDARICZRLIAEBNAETH L EFHIESINT=HZE. IPA
15



V. V7 roIT7ERICERDHEHEEEEFERRE

(& JPCERT/CC [T MmBARE L DRABEBEETOILIICAMLET,

4. JPGERT/CC (ERZEHES) Dt

1) SHmRARE R FDOEfE

JPCERT/CC (¥, HMBAFEITH L THBIEEERBRZERT H=-HIC. B
EEYEGFEE)RX FOBHEICEDHET, CORMBAREE) X M,
HRFAREI LIS, ARRBHENREEER. EBEQ A—LTRLRE
BT ERF)FEBRLET.

F-. HAFARENBEDRMFELRI D EERELEER.
JPCERT/CC (&% h % TJPCERT/CC HRMAFHEE ) X M1 ITHBELFET,

BE. HaFARENERENCOERRHEZTNITLLZHETD
& . JPCERT/CC (XA MAREBORBHUEZAEODHRER I CEEDY
T7HYA FTOMRBELARDOEEFE/ZEL T, UPCERT/CC HmBARE 1
A bl EICEBRRGRAEEORBERMNBODEREERLZLFT T,

2) BB DER

JPCERT/CC 1%, & (+H 5 =He554RHEEERD IPANS DB EZ (T, &R
HEVXFOFACHEBUHEERBRZEZAM TSI LICKY., FOMNICHREHER
EFEEFEL. REICHRCTCEHRBARE) R MR SEAREZEMLI- LT,
ZTOEIRAREBIERZITVVET, TORIZ, FARFAREBICK LT, HBEHMER
AEEITL, TOHRREHMEIALEZROFT,

JPCERT/CC (&, BITH o -HALEENLTHAERRIZHIEREHELIE
B2, TOHGFARBICERZETITL. ABILIENTEFET,

Ff=. JPCERT/CC [&. 0SS [CRAY S FEFEMZET. HMMAKEFRIIEFE I 2
ZTAICMAT BEICHELTOSS ZEAL-HAOREE - T4 A M) Ea—
2 -HBOLEBRZEZRET S —EXREE (Fl: EFEFERL) ~BHLET,

hF. HERAREFLEARAREII A =T AICLLMBERCHEZETHD
RERLSINGGEIZ, H5% 0SS ZEAL-ERORARELCTA A MJEa—
2, BROERERET 2 —ERRBEEE, TLODRBUERCHNEETH
BT —ANBESIND=HTT,

BEIPAD GBI S NS IEEEFERA LB IEICK IEENKEGS.
ZRDIEFICEHL LY. BEMICERRWEITVET ((HE 4 228),

ShIc, HARRENRSE LELERTFRCEGICHRA oNREEFEREFE
LEICEFA—ILOEE, BE. FMEVTIhOFE TRHARFEEISEREHA

" TJPCERT/CC &L F:BA%E 1) X k1 https://jvn. jp/nav/index. html
16



V. V7 roIT7ERICERDHEHEEEEFERRE

THL—EHREICOY Fo- K BENTWNSEEIZ(E, NEKATRNGL] &b
LET ., £DHA. JPCERT/CC (L. BT 2 RMAREE NERTRERREE] &
MEDITTARL, EREFUNTEYS (ERTREAEE-"EBEOLARIZDONT
(. 485 &5, TNTHLEBHIENGZMEFICIE, JPCERT/CC (X, HRE
m (ERABEIUVN—23 ) Z8RL, G—RICERIRHZFUONTEHZ L
AHYET (HREZFEBOLAREBBREADESENDOVTIK, 525
B,

3) ANRBDRE

JPCERT/CC 1%, HmFAREN LMBMERADHERZEZZITRY , HabFAEE L
MR LELET, REMEFREAMFAREORNRAZE S UHRSREDARE Z
REL., IPABIUVERT SHEMAREECRIMLEIT, AFKBIX, JPCERT/CC
A TEGMBEAREADER] (4. 2) 2280 ICTHESI-ERZHDIZEH
#1-B (BHH. 2. FR4ZSH) Mo b HEZEZTELFY ., L.
ARBOREICRLTIE, UTORILBELFEY,
OHRRAEDERIZEYT 5 HRHE

QBN DOFERE & DIREIZET S M

QMEBMHIFERRLICHED YR

@ HEZRBEOERICET SRS

T, BAL-EREARENERNT, TO—HORMERSE LI MRBMER
AEDFERMELT LALMEE. JPCERT/CC X, Bon/-#ERBELHEZ DD,
BEDELEFPLODZESEICLTARAEREL. IPABIUVEKRT 2HA
FEEICBHMLET,

4) RRBERERDRIE

JPCERT/CC 1%, HERAFEEN L., —BADLARBADEEDERZZIT-EHS.
NREZERITDHENDHYFT . TDHEE. RELEAKRBZ IPA B L UHESS
MR ERHICE L TEREIT >IN TOERRAREICERLET,

EhIZ. UTRHE., —ADARZEZRYPLHDLEAHYFT . TDIHE.
TOEZHRFARELS IV IPAITERLET,

(7)BHET - HGARAREENCHBERBMICZILEVEDERERIT

-5E
(1) BHETo-HEARREENSHEBEICKIZEN L INEDEREZIT
-&5a

(V) BMZEToOHGFAREENCHBIEICIIEZENNSVEDERER
(T1=1mE (k4 2SH)

(T) St ERHRABRMTH Y . MBEREFERFNARSNATNDES

(N HEFRAEENITATORKFARBEICENT 556 (VATLEEREXES

ENLTRAMT D7 —REEL) (T 1 Z25H8)
17



V. V7 roIT7ERICERDHEHEEEEFERRE

5 HESETEREIRHRO KL

JPCERT/CC (. RESsMEBEERF/HRZE=FBICHRTLELEA, ==L, ULTDEL
SHELGEANHSHHEE. JPCERT/CCIXE=FICHFBREMTT LA ENHY
F9,

(7)BNEZTHYHNEEXROBREACKRREENENGS

(1) BWMIKRELGHEEEZ SRBUEEERBROEGS

() RS EFEROFMOEATHNRDEREE F

BAAMICIE, MERFEZNZEZHEL-LT, BNORABKEEEFLLXIPAZE
CHMEPEB BRI EERET 27— ADBHY FT,

F1=. JPCERT/CC [X. MEHMEREHMZ —MICART HE T, HF=FITKAL
LBEWESICEELET,

6) MeSsttBERBMDEED ST
JPCERT/CC (&, IPA LEHEL T, JEITH o -IEBHEERFRMN MDY T b
IT7RVARATLIZRETHZEDANETILIOBHET . REDOIHHERICD
WTIE, HaRAREITERLET,

) MERAEE S VORISR DZ T

JPCERT/CC %, JPCERT/CC M o&E#E LI=I R TORARAFEEICXH L T, MM
BHRO—MRARBETIZ, BBEREEFBICHRIMERAES & U BIKIRE Z ]
FITAOLIICEFLET . —RADEBEFRODARICERL TIX. MERAEL &
UK E IPA EHBLFET,

8) BERMGIRHMRM
JPCERT/CC (F, BHA G SN =B IEEERBICEL T, EROBELEICL
BEFRARGY—ERZRMT H-ODER LB HERMBITH LEFICHENKEND
EHRINDEE. IPABIVERHRAREE EHEO L, AERAENMER S TH
H—MRARBETOREIC, BBERBMEARAEE, BAEEACSZERRES
FEFICH L TEBEMICIRET LI ENTEFT, T REANFIETHLEHE
CIE. BRICETIEHEZSHFET .
BE. BEMGHERIRHZEZR T LEBRAEEE L. UTOFGETNTHEE
TRENHYFET,
(7)) ERERE SN -AZEXEOF THERREEZRET S &
M) BZBXREEHSDRALE CATLEBESEXE . tXa)TARNVEH)
FRICENT, WERREEZRET S &
(*2) JPCERT/CC M o BEMITIRE SN HERIT B AR Z0HE T S BHIICH
LTOHFIATHLEZRMET H &

L. BEREOBEZEH. ERAEE S TRBMRERE ZHRIGMIC
18



V. V7 roIT7ERICERDHEHEEEEFERRE

RELTWW3DELFT,
LZERBRAEEFERX. RBAY M \—tFx2 T 1t 52— (NISC) DEHD
[EBA VISR AN—tF2)T4ICRDITHHE] TEDIEEAN VT
JEXREFLLFT,

9) —E~DFEHOLK

JPCERT/CC & K U IPA (&, JIN ZB L T, —HRIZx L. Me551%1H#R & JPCERT/CC
NoERLIETATOHRGRAREDRBIERLEDRER. WRAEE S UK
MERRLFET, SoIT. —BARLER. RabREN T ERERAE LS
BREOWITIN—DLUEZZITR S, TOMEEHFLET ., £, HEX
MeSEtEICEAT 2 BRADERZRELERICIE. RERAEELHEOS 2. JW
[CEVWTERICEAYT HREEZTVET . AXBRAICHT HFEHRALRDERT
EUWMES. JPCERT/CCEHE KW IPA X, JWNIZHEWTRHREZTS EFTOM. HEHE
RICET AB/MEFE=BICEAVLGVES>BEICEELET,

F-. HRRARENVUFZFABICELDHV RV ZRBTED EHIH LGS,
JPCERT/CC (FHABFRELFBL-LT. HRFAEEINHSFAEICRBIUERL
DFER. WERAEBE LI UHERRZARANBIT 5 LZBHHENTE
F9,

& 512, JPCERT/CC HE LU IPA L. JWN ICET HEIVVEHEEEZHRL, &
LT 0SS FICEAL T, YRATLBESRECLHAGFRAEOMSBMERISERT =
EZEBEMELT BLEHhERLZERRELFET . BH. BLWEaHLEICHTLIAR
[CDWWTIE, BEICKHELCTINDARBEHRICKIRLET,

10) IPA~DBEEFIEICEDICOR
JPCERT/CC (T, HAMARE L DARICRDAERATAIGE L HIBT L =5RIZIL,
THDEZ IPAIZEHLEFT,

JPCERT/CC [%. IPADSHEMIFEHRZLARIT A EHEL-EOBMZEZIT-15
B. EHREHRFZ W TARLET ., =, IPArCREFAEEDREN B
Enf-BE. TORMBEHELTARLET, HIEICKIYIMEHEMEEREARL
BN E LG58, ARETEHRVERTLEY.

BE. ARICRIFABRZEEITOILSICIPADL BN EIN-ZEIZE. DA
FI1Z LT, JPCERT/CC LRESS AR EERICHR A NEZBERLFI,

5. HEFAEEOXG

HRFAREL. HAICKBENFET 258, TORMERICE L TEYE I

P RARRENRBOHLERELEEOABHELES,
19



V. V7 roIT7ERICERDHEHEEEEFERRE

EYRHENEFENTY HGFAREICRDIENGRRAL. FEIEZSHRL T
YA

LT, #mRARENREMEEERROFIED=HIZ, 175 EAEFLIVEE
EERALET,

1) BODFE

S MEAFAEL. JPCERT/CC & DEITHESS AR ERMICRET S FMIRMBEITS 1=
HOEROZHREL. HHH LS JPCERT/CC [T:EHK L TL LY, ZOERAM,
JPCERT/CC DHMBEAFKEE) A MZBEINDZ EIZHEYFT, 8T, HaRR
F2%F% TUPCERT/CCHAMARE) X M [CHRBLART D EZTEKET D E
IMERL TS,

Ff=. BOOEEMHAIEEOHIZ JPCERT/CC [TEHRK L T FZE LY,

ShlZ, HAFAEENRRENCDEEBHZZ (74T 5782 TIPCERT/CC
HEARE VA M ABEOEOFROBHREFLT SBEE. TOEEZHLE
TS,

2) MESSMEMREIDENE

& ABAFEE (L. JPCERT/CC M o Mess 4 BEEFEHREZ TR -6, VI +OIT7
HE~ADEEFRAEL. BRI ZEITL. TDHEERE % JPCERT/CC IZ#HE L TL
a0, Tz, BHEESNBOY I FDIT7HRAICEETND I ENHESINDIS
& . JPCERT/CC [Z:&@#& L T F2&LY,

fal 5 MOE R T JPCERT/CC H o DERE EZ ITEN G > T=1;EE . JPCERT/CC
M DBRATEERFEE L L TREINIZIGAICIE, EPHIZ JPCERT/CC ITEMK LT
{f2&ELyY,

3) MESBEMIFEHRONAREDRAE

HMMAREL. RADHER. MBENFET DL EHELEEE. MERAE
DIERLCH MRS & DERRICEY HHIM., JZEBEFEHRAEICRIVRIE
FUMRBEEDERICET SR EZERELDD., BUEFEHROARICET SR
‘792 —JLIZDULVT JPCERT/CC EFAER L TL 2 LY, . A B (&, JPCERT/CC
A THERAEE~DER] (4. 2) Z23R) [CTHRESNERERAICEA -
A GBEH. 2. FR4Z3H) Mo b HRZEHTELFT ., ARICELGDHHE
MZEJ 55E(F. JPCERT/CC ML T2, Ff=. ARBADRBICEFEL
TEREYT A0, BRFBOARFETODBREICE T, HEMEBEENERASL
TWAIE#BEL-BZEICIE. JPCERT/CC ICZFDEEEHL LTSN,

4) RRELDEEDFRRIIL

S mAREE (L. JPCERT/CC A i eSS & HHR %= =Z (TE o /=& . JPCERT/CC &
20



V. V7 roIT7ERICERDHEHEEEEFERRE

FUWIPAZR L. EREBOTHRZRT. RRBLERFRXBEZTSENTE
F9,

5 B&EY = THYA MIET H1EHROEIKL

LRYIEFIITEHGENV I TYA FOBRERTHY . RAFAREENLZK
RBHEEZERTELMES. HBFRAXEL. BHICEELEV I THA FOIE
#R% JPCERT/CCIZKHBH ENTEFT BRFARBEE. HEY T TH A +OF
BNARMEINEBE, TOBERZEZFCRAVLGVESCEYICEELT
U E AN

6) FULWEhEADRI
S MEISEL. JPCERT/CC 1 5 DT MR EFRIC R D RIMMBIREL &L UEH
WRICEAT SENEDLEICHEICERA TS,

) MERAEE L ORISR TDERE

HaFARERL. RBEERO—BADLARA FTICHRBEEEFRIZHRE DX
RALREERT HEIIEBOHT, MERAESLUREIRRZE JPCERT/CC [25EHK
L T< &L JPCERT/CC 2T B HEAEE S UK RDEHEZ L > T, IPA
[CHEMELICEEHRBINTT, T FEBERRAGEZER L EHEORE
WRAEDL-1-15E. TOHME. JPCERT/CC [CHEFDFEMZEX L T FZELN,
T RBEFHROLARFETOBEICENT, AXMBUNABASA TSI L
ZE L5 HIZIX. JPCERT/CCICEDEZEHRK L. JIN TOEEKIC DL THE
LTLEZE0Y,

8) xtERAZEDREXN

HEAREFL. IERAELZERLIZIEE. BBEEER—BRLRBLUE., Thz
BEFAECAMLTLESV, BEELLVARDFIEIZDOWNTIE, KA K354
ORIV I F T 7HRRAREICLSMBBERFKBFROLARYI =TIV %
BEIZLTLIEELY,

9) AERRENDEFEROEE &L BR

HEMAKEL. ESGEANGVRY . E=FICHBHEEERRZEATLGL
TLEEW, Fi-, AERAKEIL, £ 3) THERLE-MEBEERO—MBARI
TOA-LELUIEHEEEERERE. HEEERE—RICARTHIAETE=
FITRAWLEBVWESICEE LTS,

FEL.BRFRAEICELDV RV EZEBTESLHMLI-GE. ERAXE
[&. JPCERT/CC LA LzLT. BEEHDIWVIVRTLEESEEEZN L TES
FMAFICHESERIOHER. IRAEZELURSRRELRANCENT LS L

NTEFET, TOR. HaRAREL. BRLICHL., REEAEFREE=ZIC
21



V. V7 roIT7ERICERDHEHEEEEFERRE

FRRLEWI &, BEUIRHEMERE —MRICAKT 5F TOM. MEFHHEFERE
BAHEIZOWT, E=BIZKRAZAVDLEVWESICEYIIZEET A EZEELT
(&L,

10) ARHEZERICET DR

IPA & & U JPCERT/CC &, HBARMFEE LB LERSBRNG NVEDERICKY
ERNRADLGE G SIHRICIE, 3. QICEDLIFHEZEITL. 2RI HH
ESM%E IPA NI A RKRHEZERTHET A ENTEEY . RBEHIFE
WEAKRTHEHELEBE., IPAE KLU JPCERT/CC (F, HARFARERELEDIC
MesstiEHFE W TRARLET,

ARHUEZERICEDHENMTONDGE. HRFARBCEIERZRAT S
BENEZoNFET, ARHUETZERICLDHENTOERIZOVTIEI. (2)
EZRLTSESL,

6. TNt

1) BERAREEEICLSMBBEHEMERRORER - BB

HEFAREEE. BEOVI MO TRABICEAT SMBEMHEERRICOLNTH
ETHE -MEBLEEE. THEIMMOFBIZL > THRESN-MHBHEEEREI
BLEGE. MHRAEZER L. ERFAFICH L THZMEBEFEREAERAE
ZRFMLTL =LY,

Iolz, BEFAREFL. SAERBHEEFRS I UREKRAEE IPA F2(1&
JPCERT/CCIZBENL TL &Y, Fzf2L. T RTOE BRI AEICHEXMEEE R E
BHRE L VAZAKRAZEEMLI-EE. BHMEIFETT,

2) IPA & & U JPCERT/CC IZ & 5 ERX IR

IPA & & U JPCERT/CC (F, LEE 1) TRIFE--EHIZBL T, HZMBHEEF
BELUHKRAEZ WTRARLES . 2RI HIRHICOVLTIE, BHRFAREL
ERIICRBZERY ET,

22



V. 977 7)) 75— 3 VTR BB HEREEEREI

V. 9777 7r—2 3 VIR B HE5H B EFRIE

S
'71777')’7 DA VICRAOMBIEEERRREHSEL. HI208&Y TY,

HRAE

1 RBEE. IPACHRSSM
&Rz TS

A

IPA

5 IPAZ. MOEAC & (C
HEtEmRE N NKRITD

2 IPAlZ. T TJHA MNEEEIC
Iesg RSB EiRa B9 D

91794/ NEEE

3 DI JH+ NEEEE.
eSS+ =EIE T D

4 U1 TJH+ NEEE(.
ELNIERRREN ST
Ba. TOEFRZE—MKIC
NRIDFDHEEZED

2 xT7TVr— 3 vk BIEHEMHEEEFRIIRTE
(D IT7FVr—avIicB I 2RBHERREVOEEK IO FE2%25
i)

1 HEEE. IPAICHRBHEERREZREITHS

2) IPA (X, Z2TE--HEHEERERICEL T, RAELTOzTHA MEEE
[ZHEHT 5

3) wxTHA MEEEIL, MBUBEFRBONBTERIEL. ZEOIMEITo1=
T, BEIZIELCTHRBEDEBEZTD

4) EBARBREAVEDSELH - 1GHEE. VTV A MEERIL. TOEEEZ—
BRICAKRT HDFBEUGUNET LD

5) IPA [XffEtiEHRZE. [RAI. MFHATLICTART D

23



V. 977 7)) 75— 3 VTR BB HEREEEREI

2. REFHOXIG

1) MESSHEEFERORR - MG
eSS R EFERORER - MIFICERL T, BAEETICHN L ZENENE D
[CBELTLEEN, ZHNEHRAICEALTE, fE3ZSRL T L,

2) MeSsRE RO fEH

RREX. R LEEHEEERHRZ IPAICETHTIEZSW,

BE. ML LDERBOZHREL TSV THAS MEEEIZTDOLTIE.
EREHZETICELLARETY .. VI Y4 MEEERICERE TH-A. 5t
DEFEICEITI=D T TH A MEEE L DREALHM L I-BETE, IPAITERL
TSy,

3) MeEEtBERHRNDEES &K URTR

FKREX, BEHEEFEREZELLEHNZVEYE=FICHATRLANTL
W, L, EELEALAH > CTHRBUEEEFREMTT HIHGEIZX. FHl
[ZIPAICHERL T ES WL, REE(X, BEMEIMEESNSETORIX., HHEHE
BEEERAFEZFICEAVLAVWESICEVICEE LTSS (BRE(ICH
T 5IEHRIEFATRKE. UT NMERFEFMATKE] LU0V 5), KBEEHEEREROERE
BLUBRICRDENLTRBICE LTI, 3 %SHBLTLEELY,

4) BITHLERONE
REF. BTHIBEHROPTUTORZHRL TSI (FEMIL.
https://www. ipa. go. jp/security/todokede/vuln/uketsuke. html #ZHg),
(7) REFEORRBZHANT H5-DDIFEH
(1) BFA—ILT FLRAEDRREZEDERE
(7)) P)BELVHA)DI T THA MEEZEE~DBHDAE
(L) Dz 7HA FMEEENCERERZRZ(THILDAE
() MBEHEEERICHRDI D IT7TIr—avhBHL s

Y4 +d URL
(1) BHEEZERBONE (RBUEEERREZHERT IIREL. FIES X
UHER)

ARETHNIE, BIHEAFET DR E—HICREL TSN,
2L, GEBLOERFRICERL TIE, BEERICMN D EMNTNE SIS
BELTLLESWL ([FE3E5H),

() EABBROEBMBNAE (D THA MEEE EDEREOBERIZIBEDOA
B, VTS FEEEADBMDAE)
RRENLEFLEWMES., IPAIK. Dz TV A FEEE~ARREZHTE

P REARE TR—LR=VIIHT HEHAVNEHERD] ODZETY,
" BERICE. MREED— R, TEEX Y 7Frl. (B7] %
24



V. 977 7)) 75— 3 VTR BB HEREEEREI

LOAEHREERIT S LEHYFEA
(V) otk (HmFAREE. totXa ) 7« BEREREEF) ~0EHRER
F

5 T TJY4A MEEELDEEDERRE

FEREL. IPACHEBMUEERFRZRETH-&. IPA LHEOL, VT4
MEEEDTHRZRT. VYA MEEBLERBRIIBEZTOI CEMNTE
i-a—o

6) fEHZRDOXTE

HEREFL, BHE. [PAICEBKREOBWEHOEZEITSZENTEET, IPA
. XA ESA42D3. [CRI>TREZTL., BEEHLSHVEDLELRH -1
HZE. BUGRBRORATRETVET, BREF. ARESNEZBREALVYICE=
FICBHRLEBEWLWTLEELY,

3. IPA (ZAIHEED) DRI

1) HeESEREFROZ M

MEsa R EFEROZMHICRA L. FHMIEIUTOURL 22SBZE0Y,
https://www. ipa. go. jp/security/todokede/vuln/uketsuke. html
B X 24 BFREIZ (HF 1T ETH, ZFHF T ERICDONT 2) UBEDEEXEZITOD
FRAIEEXRBODAEGTY FT,

2) EHOZRE

IPA I, BHOEREHEAUTOEFHZIANTHEELTWD EHIM LK., TOR
RTEHZZEL. BREICERLET,

(7)EEE2. HDEENIANTERHESIATWNS &

N EHABIZFEENENC &

(D) BHORENERTA FS A VOBERERICZAT S & (MEZSER)

(DEESNATLIAENESEETHES &

()R DIEE MR & FETHMBEOEERFRTHE & (T THA ~E

BEICKYBRICBESAREETEENI &)

BE.IPAIE. ChodFHRICEY ., BHOZREFTLETFZEZHEL, £0

BRELBHICRRBISERLEY . 6. RREICEHOREZERKLE-ZEBN
IPAIC K BRI ERROMBZ N ZRE L-A (RER) LBYFET,

25



V. 977 7)) 75— 3 VTR BB HEREEEREI

3) BELGFERTAFINEBMERERHRA DG

IPA (X, MESSIERREEHRDAFAECEALTHAMLERA, L, EBEGF
BRTAF SN EAHBALIEMEREERRICEL TIE, LEZRYPLHSHC
ERBYET,

4) RSB EFERA D xS HE 1T D F B
IPAIX, UTOEHEOWNTANEEBLI-GE. REBFZRYDPHDLEESHIZY
T7HA MEEEBSLURREICERLET, b, BIRLWEKRTIT 5154,
IPADHEREICH T HEHRIFMATKBIIAERNET,
(7) Hesa B ERICEZ S LIE LGS
(A)AXHA R4 DOEREENTHZHE
(D) RBEIC L BEENNSNGE (554 2S5 H)
(D)o THA MEEED SIHHEERRMNBEMTHY . ZOHEHEHEN
BEShTWS EERLAHH-BE
() TH4 FOFELZER ((T8R1 258 OS5 5. fEHEEOREHLN
TREHBALIZLDT IPAIEEREEDFETLES ARER L&,
MIBZEEY PDHLFEZE LI-EE
Dz THA FAFALTWSY I PO I 7EHBORERBHRNRST
WBIGEOWMEIREDEF L > TLSIEE,
DI THA FAFALTWSAY I FOIT7EHBOEBETOT S LM
BRISNTWEWNMEER,
(A THA MEEENSBEUBICENFTONELMES (D) #5H)
(X)W THA FEEENOHBUEICKIEZEENMEVEDERICEY 3t
SEITHhEWEERLAH =156
FRR ) OFEERBRIL. ZETH VI NI ITESONSHAREELRNERA
ZEOBEDORAMEIT T HA MEEEATIZLEHELET,

5 VI THA FEEEADER

IPAIF, LRED) . A BLUVDIZHEITEHMEDZIEDHIMDIER, HiET 5
ENZYEDHIMTET LB MEEERRICONT, EONIIz THA ME
BECBMLET . £V TH A FEEELVRBEOBERT SRR ERET
ERWEEFEF. VTV MEEBEDTHZR[I-LT. IPAIXIPAORERET-
(TS ERTHESS AR EIRMICR T A RMM AWM ETVET . BH. BH SIS
HIZKHEENKENMGE. ZAOIEFICEAL LT BEMICERIRWVEITVET
(5% 4 228,

VI TV FMBESNEERFBRE DL EITEFA—ILPEE.FXFNTH
DFETY T THA MEEBICHRBUEEFRICGRIEAVEDEZHEATH,
—EHREICHh YMESEZINGWGS, [PA L. TORSEEOFEEHER CREK

HARMZEEL TRV ERTI S ENHYFT (4) (h) ESH),
26



V. 977 7)) 75— 3 VTR BB HEREEEREI

6) RE L DIFEHRHE

IPAIT, BHZERELERTY, RREBICHVEDEI S EAHYET . F
f=. BRENGEVEDLENH - IBE. DV TH A MEEE LR L. EY)
BIRBMODATEITVEYS,

7 HeSstEBE RO KL
IPA (X, MeSStEEERRMICEAL T, RRE - Yz TV 4 MEEBLSDE=
[CBATRLERA. ZL, TEEDK S BELLGEBLAHDHERIL. S AR IZH
FEBEFREFATI A ENHYFT . choDIFE. IPAIRERFLZNE
BWOFES, ol TEEOICEALTIEHFISNELFET,
(7) RBUELIBRT IRREFETELVFLLZ/EES. IPAIKE
MERAEENERRMREMRAFO S ARHLE (CHE55 14 REF RIS
E9 2 RMHUDIMEIRET S
(1) BUFH#HEDY = 794 FDFE. IPAFREY M NN\—tFaT1E
25— (NISC) A&V 2 TH A MEEE~DMRBHEAERFRO—A%
R LARGTFROMS ZIKET S
(0) A RNEFEDY T TV A FDGE., IPATRBE~NZZV T THA
MEEEANDOIESEEREEFERO - ZHR L ARG HFERORG ZIKEE
ERES
() AAFBRNEAVLTOEEENLHY . VT TV MEEHITKD
HSHASNGEWNGEE, [IPA XEANERREZERICRBMUEEERFREE
L., EABRREE (FRISFEEELST) FLRFITEOIHBE
IR D

8) VIO I7HMDIEEMETHIEHEEDHIG

IPAE, BFH oSS EREEIRRESN T 2BET. VIV IT7HRHAD
MM THSZ L FRH LI5S, JPCERT/CC M L THARARE ITEREITL
FI.TORFAELTOz TJHA FERHEAMRGERZRELGEVE SITE
ICEBLFET . ELREBEOBRO-OBELRFEE. YV TH( MEEED
EEMNFoANE. BEVITHA BT LEREHRGMFARBICRHMT S
ERBHYFT,

9) XREDEANFEHRDEE
IPAIX KRB - EREZECRRBICRSIFRZ . ERENLECHEIUIZE,
VITHA MEEELSLUVEZZBCRAVLGEVWE SBEICEELET,

10) HMES3TEDISIEDEAN

IPAIF. 9094 MEEENCHBHUZEEL-EDOBEMERITEE. £
27



V. 977 7)) 75— 3 VTR BB HEREEEREI

NZERONITEREEICBHMLET,

11) REHFHROEFH L AKX

IPA X, ESIEICRAREZANME LEHEBORLZRY . TOHFBREL
TOWEDTFHDI=HIZ, ZFT T -MESHEEREFRRESRF L. MEtEREL T
A58 —3y bLEFETRHA MFEHRTEICARLFET, HEHEWIC(E. BHEK
DRRMEBRENSFENE T, TORIC. A IT7 IV 77— 3 D OMfEH
BEEFERICEAL T, Y4 & -URL- Yz TH A MEEZZNHIAARELEXT
PRI BDEFHYFEA,

4. YA FMEEEDXIG

D IT7 TN =2 a VICHBUAREET B5EICK. v TY A MEEE
[T, CHICEL TEYGREZET D ENEFENTT,

VT A MEEBICEITHENGRRAE, HEIZSHEL TS,
LUTT, V7494 MEEENREIREETEZHBALET,

1) He55 1R EHERA D *f L

V7Y, MEEERR. BRMERIT L, RBEOREZIRIIL .| MEBHENE
HYHCEZHRELEBEICE. RBUEOREFIHZELZEEICIBEL. TOXE
SZEBELTHBUZBEL TSN, -, LB MHEEFERICE L TR
AEL-#ER. BEUMMBELE-BEEZDEZE IPA [CEBLTI S, COER
(&, IPAD DS HEEERFHRDBMZZITTM L, 3y AURZEBRE LTS
AN

2) BLWEDEADRIE
DI IYA MEEEE, IPADGDRFHEREEFERICHRSIBUOEHEICHIFEIC
BZTLEEL,

3) RREELDEEDIFHRRIIL
DIJYA MEEEE, BBUHEEEBET H5HIC, IPALHEOL, RRED
TROHHEE. RRELERFBRIBEITI CEMNFIETT,

4) Dz 7494 FEEENDORERDOEE LFHTR

V7Y MEEEL. REUEERREZESGCEHANGVRY E=5H
RLBWTLEEW =EL. vz TY 4 MEEENRBMHIEE ZKE L =548
. BRUV I THA FOEEZRFEL T HHMEMERICE, BERFRNZE

W L= L CHRBMEEERREERITHALEHRELFTT,
28



V. 977 7)) 75— 3 VTR BB HEREEEREI

Fro. D TY A MEEE. BBENMEESN DS ETOMIE, MEFHMHEREERF
BEFE=ZFBITRAVLAVELSICEEBLTLESW. BB, . vz TY v MNEEE
. EHEDEBENDBEETY I VI T7HADEBEETHS S EERB LIS
B REMAEFEREE=ZBCEAGEANGVORYBATLAVTCESN &
=, HERMEBEERENORSINIETHERZE=ZFBICEAVLEVKSIZE
BLTLESL,

5 MESEMEREIRRO AR

VIJYA MEEEE, vz IT7 TV r—2a v 0fEHEERRICEL T,
BBHICART HIDEFIHY FEA, L. COMRBENRRET., BAANEHR
WAWLIEFOSEENEC o-FRERI S -AIREMENHEBEE. ZREED
S L VEEEEDFHDOEHIZ, UTOEEZEL L SITARLTLES
LY,

T, HZEANCOBENWEDLEICHHEICRIET 5L SICLTLEELY,

BEAFRREAVOBE

- WAV LEEHE SN DHM

- RAVLEEHRSINIBR

- RAVLEEHRSNSBEARFBROEE (BEF)

- RAVODRE

- [EEE

29



T8 1 FEO#RR

T8 1 FEOHESR

1. YVI+DIT7HE

VI FOIT7EE (BRNEROMBEBCRAERTEIToOTVWSEZIZI AT 1
ELTLMEETELRWLN, A—ToVY—RYITLITIT7DESBIDELEEAFET)
DEFEIX, 0S, T59Y, A—FFDIVSA4AT7 LDV T DT 7. DBMS
(Database Management System). Wz JH—N\EDH—NEDODY I +rHITF7, 7
IJ>%& . 10 Ah— K. PDA (Personal Digital Assistance), AE—#ZnDY 7 kb
IT7ZMARANTEN—FDT T, fIHC AT LARSEZEELTVET,

FE S XA T LI, thDOEIBRO AT LOEEEZER., 18R, HlE#T 5 RATLE
FIFEETHY . EoUOTIOFa1aI—3EFEDT «—I)L PSR FIEHARY FD—
. arb0—5, BEEFIHE X7 L (SCADA : Supervisory Control And Data
Acquisition & £FFEIEN %) ETHERINTULET,

TS R T LI, —RRICSA TS IRV E EBKOHEE LT CIZELT
THEWVO. HBERPABRSNTEEINEERERET L ENHELWVEENH S &
5. AROEHRICHHEZEZET SRICEET OILENHY FT, oI, B L%
FXADHHATLDGEE. HENELEZOHENEENKRZTVRIZCHLERE
TEALENHY FT,

2. TH/ARTJOA ba—F

IVRTAA FO—FE. HBO—-FELFEENDLILEHY . BEEEERT
BYITERDITFDY—ROA—FTY, LHL. EWLAIZTK>TIE., HEFHBHEDRIEIC
J®IDIELHYFET,

3. 7—9F7I9 Fk

LB EIEET ILUNDAETHEEMEICKSEEFRE - BT 5HET
FTHZIE VIR HIITHRICENTIE, HEHEDHSHEEEDEDNELOREY D
FOTT7ADBRITELRHYET. 7 THA MIHBWTIE, EBEOZEEZ(T5
Y—EXDELES, WAF (DT -7T)r—232 - J74T794—IL) DEA
ELHYFET,

4. INYF
MEEEZEEITHA YV INDITHIL, MHMEEFRET A-HICY T FOIT7ICH
LTHEBATHAIERDY I DI T7HAIWNIT—IDETT,

5. VYA MEESE

30



T8 1 FEO#RR

DxTHA MEEELIE. Dz T7T7TVr—2a 0 EBETSERTT (HIX
(X, D THYA b https://www. ipa. go. jp/ DUz THA MEEEIL IPATY),
DTS FOEBENBOEEZFIZRELTCVWSIEETH, HETERERN
D IF7 TN r—2a 0 EBETHIERTHY D THA MEEBERELLBYET,

6. 7O LFILDEREICZRDIEHEHE
BEICRENH--TA FNICEET IMBEEOELEELEDEUTICETFET,
(1) H. 323 [Z{& B 551
(2) SSH2 1% 5 Hfz55 1
(3) OpenSSL IZ{& B HEES1E
(4) ASN. 1 [Z{R B HE5E1E

7. DY A FOTEYEIER
D JHA FOFEUDERDHZUTICEITET,
- DT TYA MIBWT, RRBET IREHAFZNOHEE (D TH A FEEE
HE) L7714 EAAFERI7AILE) B, 77 XFBLZLIZARHAIAT
BY. XU TaoMFTEE GO TS,
DTS FTCHEASNATWSAY I MO I 7ERICHEIENFEL TS,
s H—EXZFTHo>TWLWEWY T THA FOHBENARESINTLNS,

8. HMARENI R TOERFAEICENT 556

VIMII7HROMEEEORMBEWNCEITS HERARENTXTOHRFA
BITEHT D56 LE ITATORFAEICHAFREN SRBEFRS LTV
WRAZREERNDERICBIATEDEE (VATLBESEFEZNLTEANY
BT—REBL) MEHELFT,

FIS, =5 — A FTHERENEHEALCEITORBRS R T LICET 515
O, ERRARELS. ARFAELOMTHENRTERZNEHELTHY. X
LODFHREDBREICLDILDESTH. INTORGFAEDERLEHAFARE
ENEELTHEY. MEMERSLIUONEKRAEEZRMNTEIHEANEZAONET,

31



T8k 2 MEHTEEHRRKELOIA—

T2 MEHEFEHEREVLOT0—

YIrDITFHREG. 9z TT7 TV 5= a3 FREFNOMEHIEHRINIE LR
TEHEFRNEFNZK3., B4I1ZRT,

32



s EHRRk L O O0—

ftix 2

>
4 pRAOE: N m— T

33

.0l OB ol
XRFEE - BOEY
e CHHE amory o ———— ——— HEOE .
SCBERE SN . QORHLATM) | vapEx e G b RAGHR RIS 6
96t 2 ORLTIEYN > BEIE
HROMOE S 6 — T — | (imRiaEE (NAD
MENEYGES - ETHOEN \ﬁ £ BRI, A fA sk
BUHOBEY |« " BmoHEY | CIREECCO/ER ¢ LEEE
8 8 ARA \D2/1430df vl
»EROH YT 8247 SHOUNUE  _— B UV
il e 1 smo
B QMR fx R
Iy B B Y9
[ DEER L 9| aqsuw | EEHE | ageom ik Sal NN
G S P > < >
7,
W__ﬂm/_wl : mwunnhm_\we,& OFENE
— WEHHE n : -9 2963 LR
TUEE R E T U SHOFHTY e
- .@ P HEHE - .O Em_mm.mumﬁ > = M Ese
h QOFIEEY HBEOBER
S5 WO 2-9 wro | BEOBER ¢ Swwonsz [ smongm wOHEE
Rl S BUTHTEY s
. RO
SHZLHEY Bl A . L1 ot o
= I o i E &7 J32/1430dr
i | -0 |, BEO¥HE | "0 | SUEWRES | PPN g ywommwm
| LRI T EEW O IYYY -
NN AR HE D FEETNU SR - LHO
(e | [ 92/u30ar0Ppval | QI REEET 1E @wmwﬂmmmmwm. BEL EEC  GHOYHL
UNKOSEH S HEZHEOE YR WL FLE ey ‘e EZ - . .
\ S00/luE0dr v HR S 0BT T SE LU HE el t_w L, REOBUTETEY
(VX OHEFE R ﬁ BEREE w ﬁ 20/1432dr w ﬁ vdi g ﬁ BY%

—O0CYFONVHEEELHEWSHRZIE R LT ONLA EF



s EHRRk L O O0—

ftix 2

>

[ BREAVACT6

C @D TIEEUG I -
YU R -
NGB LI -
WD v p2HE -

U SHORBWIRNNIHE |~
— [ |
(R T OISR -

270
HERL1EW 4
\/
SMQLLTTE HE WEOQLLTTZ
JacTrg)
g 9
-G
\-/ = [=] = =]
WEO < AUSVE e AUSVE
AT
SR OEHTIN
Wl T2 R
TSR 5_c HEO [ wmwn | HE OS5 HE
— Nk BB TR DY P—
0, < HEVEEE
ORRE |-G BROYPE __t VHET@ o N
s 925.7) T
062 LMY F14.:4¢)
PNECIBEEBENI LT Hmﬂ%\ﬁm N LI K

HEORLIEEFIEY

€

\_ ERI J

vdl

BE¥

—O0CY T O EES FIEEWS PN EA—L N LLLTL VA

34



{15% 3

183 EMGHRRIZDONT

ERERRIZDNT

1 REENDBTEIARSZENGHRR

RRENDBTHEARSZENLGHEEICET 2 EEEMRORBEERFET,

1—1. MESSHEREERRORERICEE L TOEMNGMRE

(1) BRI 21THLETOREER

a)

v b= ZRAVEARE

- B, RBEHEEERREFMALT. 77 AHIHEREEEE L.
A3 —2 Y bEFEEZNLTURTLIZT VA LEGHEIZE, FET
DEARBILLZE (FET7VERATADEILFICET HEFF) CEMLE
ERS

- EEEOTHRES, HADNRT—FZREL. ThzHA
WTHERGZLTUARATLIZZV LA LEGEICE. FET7I7EXELL
EICEMLET,

FEICY -/ \DEBECHEROEEZRZS5 L LTRILIDITAZ
BL,.AVE2—S2DMEZETSELY LGS, fliz Lo (B
L<IFEAN) RBWHERICIEMT SFREAHYET ., SoIZ, TOH
ENREIZE T, FIEOEFAHERBREZHBHEFICHLIEMRY
HEMREINDAREMEADYFT,

EEIESN TS ERBENESL
"BESESAhTOWIERBIEZERLEST 5174 (KR LAN @ WEP
F—ZBRLTEBERNTEZESI S L) (X, BIRE 109 £ 2 [2fit
NDATREMEA DY FT,

(2) FET7 V7 ERABIERICTEMLGEWEHR SN HITADH
MBEDERICRLERNRONARET VL RAEILERITH L TIXEEGHROSN
ROONFET, LWL THIRBERZRRTSRIC. BT LLAET I ERXEL
ERITHEMT S EFRYFRA, UTIS, FET7VERAZILRITEM UG
REINBITHDBIZEITET,
) 2777V 75— av0FAEENS. EROFIETRI A vT5%FL
TREDTIVERZLERIC, T30 EH—NEDREDHNEEZHE
L&A, ENEITTRBHEOFEZHEETEEA,

35



183 EMGHRRIZDONT

2) VI IR—CODT—E2ANBHIMN DL T Z2ELXFIEANLI-EC
A, AALEXFINZEDFEFEFRRINTz, COERETIET VX
HEEDFIRZE#ET HIZEL N >=A., BEEHIEIZHDOIXFEINZEA
hahinld, SOYA MItEFa) T4 LOBEIEIEREZ Shh i
WeEFHBTEREE,

3) FUVERHHICLDHBEEZRNSBEMTIELG ., BEODBERHLGR—IH
EZBMELT, BfOR—UBESZELRT LEREINS IRL FOBF
HE, AMORFICELEBATTIEALTHIZEC S, Hto@SE, K
EIFFIATETELGOLRWNNIT EHEESINLSBERN. BRUMISEZTL
FoimE, (L. BEBMIZZHOBFIEEZ TRTITAFIL.
FIRERNLZBNEALBINLAREELHY EFT, )

(3) IPADRIGEFRREBDENERE

IPA I, MeSB MBI ERMDAFAEICEELCEAMLEREA. F=FZL. EBER
FERTAFINLIEANAOLGHRBMEEERRICEAL TIX. ZFFFRN
ERBHYFET,

F1=. IPALIRBEHEEERRZZ (T F-HEETH. IPA [XHESEMHRERFR
DAFFRICELTEETHAEHWLEEDIFTEDY FEA, I, TPA
AEEHEEERFREZ (T 56, RREOMSBMEEEFROERICED
EHNEENRESNDSDITTESLY FEA,

1—2. MESMEEFEROEES L VRATICEE L TOEMLEE

RREORBUEEFROEELS L URATICERL TIE, UTOEMGREEN
DEBENBETT,

1) BEECOVTORE - HEFX. TORELGRBIZLY, VI +IIT
)T TT7TN =23V RTFLDEFA) T4 AERELTHEIES
n-mMEFTLHEVSAELHY FT,

2) LALGAS, ZOBEMICOVTIEK, BREVWSITAY Y FHAHLHD
T, TORIZDVTD+DLBERENESNEINETHY ., TD—DODA
FEZRETLION. COHA KRSV EVWRFET,

3) Fl=. FHEKRZDLSLGMRELODOT, EFRBIC DOV TLHHEEEMLR
ERROEES L UVFRICOVWTERGREADELEINET,

36



183 EMGHRRIZDONT

4) ED&ESBERGEEZRORYEBEREERFRICOVTORE - RS
X, HEMICARGLDEZFEZONFT,

LOLEAS, EBSIUHATRICOVWTERLBREEZRCIFGEIZOLTIL,
FHRDBRY TEHYFERA TDLILERLGEEZ R IGEOEERMLH
ELTUTABY EFT,

a) MESEMEERFROARKRE. TORBRBMONBNEERLELGLIZLZH-
TWEE., HHWE. EETHIHEETH>TH. HEADELES
BIBTIERTRARNGE SN, hD, DHEDOFBREEBRZRTHIES
[ZI&. FEDZEBIEFICHNDAEELHY £,

b) HEADEAZRIETIERTERLELLIMBUEREERHRE. X
CERGDERBLTOARDLGEINDBZEICIE. FLEDOERBIGEIZH
hBaEEENH Y £9,

c) BEANIIROONIIEBEDHLDIEFZEL > THE-RIALEZY LS
DTIEGZ LICHEEHAERRTHDS I ELTAKL, D, MFHHEE
EFEROFATRICERE L TESENRE LGS, BEEREFEFEFORESE
EEERINDAREELDHY FT,

2 HRFEARENDETEIRSENLGRA

HARFARENDRTEARESENCHEBICET 2 EREEMRODERBERAFT
ERS

MY T FITT7ORBETAICOVTVRIX, EXFa) T ICRENSELT. H
EOEBRTEDLTHEZAZEVNWSILRILDY T FHIIT7EIRET S &M,
FRE BBORBICRSET(RZE415R) ELTRKOLONATVET,

QHL,. BELFEZYIFIIT7ICENT, HFLOME, O35 05 LD
ME. ERLOMEN A ZMHT. HEBE L. KDLTHEZSELS L
RIIZWESHBWERAECTWSIEEICIE. ZORICH L THR— FDO#
EDBEICHVWARETREZLENKRHOENFET,

BB 2EHLFTDORMEFZDERICOVNTIE, BADEEARLEIZLRYET,

COXNKRFEDERICELTIE, UTORZERRELTEHTILELDY
F95

(@) LEEDHRERFZEDERICONT KRICH CTEHBIFETERE (RiE4 1
37



183 EMGHRRIZDONT

5F). FETARR (RE709%) OXRELGLHAREENHY T,
(b) REDEDEZM T, ChZERRT DEEICOVNTIK HEERZNEDER
AHLHBEICE, BEEDERRREAROONGENEENHY ZFET,
(c) HEMREEZLOMEEL LT. BBRICEVWT. VI b I7ENERKIC
DWTHEEMEESBOAGNE—RICERSATOWET A, EXHE
HBPEFHBRETOMOIRERFICHARAEN YT PV ITIXEET
HOIUEYTI D THEMETEZICEDIEXREDEAN L EINE

ERBYZFET,

3 xJHA MEEENDETEIRTENLRA

Y1 IY A MEEESLETH REENLHEIET 2 EREMRORR
EBRET

N 9z MEEEZEELE, Dz THA FIAZLORICEWNTIE, 2O
T77)7r—2 a3 0FAICKELT. —EOEMBERICIEVNSEEZONFE
¥, TLT. 9 THA FRIAEDN. TOYA FMI—EDOEANFERELD
RBGEICIE. Dz TVA MEEEIX., TOY A FOFIARZHICHBEL =&
BELT—ELRLOEFAVTAHBZR-IRESERFZAEBLTLD
EEZDBEMTEZET,

2) BYAKMITTSANTRY S ENBEHINTLDIESIZIE. TOREE
HLEHRIZO Z TH A FRIRBE D T U4 MEEE(X. ZHERICIZWLNS &
BrboNnET,

) CHEHEE. VxTHYA FEEFIZEWLWT, LRROEFXF1 U T #EFFICD
WTBELRHIIEE. TOBXICLIEBEZTHEDEDERND & S LHE.
HEBEEDZWEL, 2HEBEOREIZDOVTIZFEMELREZENHYET,

38



5% 4 MBEOZEEOEEICETHEZAIIDONT

T84 MBUEDZEEICET SEZAIZONT

MesstED TEEE) ICHATHEZAIX. EEREMSBON-IFRS IPA -
JPCERT/CC AMEHE L TUL\S1EHREHZEL . IPA & & U JPCERT/CC A2 & I H
L7=-MEB1EDRZIE (CVSSV3 EAKER 7)) LEEHFRICKYRELET,

VI LY IF7ESOMEE. vz I7TIS—2 a3 0fEBEEOVWTAET
EDEZATERLES, FEL. 927 TYUyr—> 3 vIzo0WTlEk. ThE
TORIEEZHFEZ, CVSSVIEKERaAT7A 4.0 ~ 6.9 THOMEBHEDZE
HEINDPDIGEETH. THEOKRETHNE. BIRWVWERTI S & ZaEEE L
F9,

BEEOERS
A
B | EEORES B RIS B RIS
ffe
{3
o | ARG EE ORG B
;ﬁ
iy
g | EREHIG 7RG B OHS
0 4.0 7.0 10.0
FeS5 4R E
(CVSSV3EAERTY)

MBEDRZNE HMEBEOFERUNEELE L T.OVSSWIEXRER a7 EERT 5,
MM OFZEEHRE: UTOEREZHEL TEIRT S5, D~ T R THREHADE
Bl1X a1 EHBERT 5,

OFREH
LY 7 O T OFAER,

QU =EE N
BEAVISETERH--TVWEERELND Y I O I 7HRDOMEHE
THbd,

PHREDAESZ
BHEI—FOAK. FLEAEBOREORENERINZEEIZ L] &
BT 5, BHEIZOVWTORRWEHIET SFRADFEHRTHEZITS,

39



{1§%5

1825 VI LY IT7HRBIIETHIERTERFOIIFENZDONT

1 ERTEREE-EOLAK"

VIO ITERBIZEITHERTEEREDIIKRNZIDUINT

HaRAREACPHMFAREZRETE DAL OLBHRELARI S LT, BH
EN-HAFREENODEREZROTWSILZRAMLET . BEHZEE. b

RAEEAANTI,

M=

W&ET,

AEXNR

G

IPA (JR3ZTT

HEFAEERER

NHHE

BUE N BN IEHEERRE) S LUV PCERT a—FT s Rr—>a vty
2—TlE, BEREX2V T+ BHEH - F—2 v TITEIVTEEL
VI rII7HGOHREFESE. FEZOEFRENLCD TERERDT

BEREX1) T4 BPHER/NA— b F—P v TIZEDVTREIT OV T b
IT7HEHRBT. A28 —3y FEFEMOAFL D DFEMTIERHSTNL L, UT
D—EITHHSINATLWIHGEARE. TLEZOBRENHAENRTI,

Subject ICEIWVEHEHESZEBHEEL jvn@jvn. jp 3EIZ. TEHELLEEELY,

ERTREREE -

MEeEt®s | BREER | BERFER | —HEMNE | RalF® i&%E
DID#AAAA AAA — YYYY/MM/DD - -
D1D#BBBB BBB — YYYY/MM/DD - -

DID#CCCC - — YYYY/MM/DD - XXXXX D & G
%A

DID#DDDD - http://ddd | YYYY/MM/DD | YYYY/MM/ | YYYYY DD &4 5,
DD (RA7®) | BA¥E

DID#EEEE EEE http://eee | YYYY/MM/DD | YYYY/MN/ | ZZ777 () &4 &,
DD (RA7®) | FA¥E

" ERTRERREE &

https://jvn. jo/reply/index. html
40




1825 VI LY IT7HRBIIETHIERTERFOIIFENZDONT

2 WMREMBEHRODIREFERE~DEFEL

HAMAARERVCEMFAREZRETE DL OGBERICMA T, ERMLEHR
HEDBMON—DU 3 vEaR/KRTHIET, HERARELTTLRS, HRBEE&
ENODEMEROTVNSLZAMLEY . BESHAEIL. HEFAEEERA.
FHEHMFREEDEBAEEMNO>TLDSATI,

[(HERMVET. FADFH]

XXXXX D& MBAREICET 1EHR

oA x x x, N—=2 3 xxxx DEE. FLITEEEZEL T SE AR
HEDA. FERTEREEE, AARICEZRTEIAIETROEEETIE
HEBRBEWLLET,

ERRSE . jvn@jvn. jp

ABAB - yyyy £ mm A dd B

[(HERMVET. FADFZE GERHIRIERT)]

XXXXX D& mBAFEIZET 51FHR

R x x x, N—=U 3 xxx DEE., FEEEFEEZEL TV S AHE
REDA. FLIEREREBEE, AERICEBRTIAETROEAEETTIE
HESBEOLET,

AEIZEAT 5 THERKIE. yyyFEmm A dd BETRFFFES,

BE. yy FEmm B dd BETIZTERKREZ W ITEM - HE(F. HRAR
BLERDPBRNG W -HERTEELHIEL., MEHREXa) 71 BHZERN
— b, =S THARSAU] O TN. YD FOITT7ERIZZ B 1ERE
FEREk] OE&HICELTMYKENET,

EBHRSE © jvn@jvn. jp
2FA8 - yyyy £mm B dd H
BEHAE :yyyy Emm A dd B GEHRHARIEEE)

41



1825 VI LY IT7HRBIIETHIERTERFOIIFENZDONT

[(HEMNMEA. AT 22T 1 DIHEE]

XXXXX D& GEAFKEICET 18R

HWEA x x x, N—=2 3 xxxx DR, FLITEEEZEL TV SE AR
REDA. FEEARRARKELDOERAFZEZCHELOAITREDIEEETS
ERERPBEVLET, £f-. RAERORE - BERROII 2 =T« IZFTE
THEAHARBEDAT, BERDIZENTRGEAN LD TEKRELEBFELT
WET,

EHESE - jvn@jvn. jp

AFB :yyyy Fmm A dd B

[(HEABEA. IZ2=T 1 DFHE (ERHRIER) ]

XXXXX D& MBAREICET 1EHR

HEBx x x, N—=Uaxxxx ODEE, FREEFEEZEL TV SE R
REDA. FEEARRARKELDOERAZEZCHELOAITRDIEEETS
EREPBEVLET, £f-. RAERORE - BEREROII 2 =T« IZFTE
THERAREDA T, BERORENAIGELGANLD TERLEFLLT
WET,

AEICET S TERIE, yyyyEmm B dd BETRZIFHITFET,

BE. yyyEmA d BETICTERE WL TG - 56E. HARHRE
FLERDPING W= OERTEEEFIETL., TMEHREF1) 71 BEAZ AN
— =YY THARSA2 1 O TN. YT b 7HERIZZRSH5EMEREE
IEEREIR) DEEICELCTMYERWLET,

EHRSE © jvn@jvn. jp
2BH8 :yyyy £ mm A dd B
BHHE :yyyy Emm A dd B GE#RHARIEEE)

3 FHEXMRELGUVERFBEEHFDOEIKRNMZDNT

HEENPDSVWEOEBMNL, ARHEZERTOHEZE T ICRKELER
T HEBTRESG ERTREHTH T, HmFAREICHSEMEFEREZEN
TETWEVLLDZEL) ITDOVWT., IPARARHEZERICH L. TOEH
DPELMFAHZERELET,

ARHEZERTOHEEZRET ICHRKRWVERT T 2 EBTREEHFLUTOR

42



1825 VI LY IT7HRBIIETHIERTERFOIIFENZDONT

[CHEW IPADHIETLFE T, ARFTEZEE~D|ER. [PA (L JPCERT/CC & &
URREIC, RIFLWZRTIHEEERL. TORKWERTLEY,

Fr-. BEARENORAFAIDEHRICOVTIE, ARHUEZERICHL, &

AEAR FEBFALHEERICOVWTRAZERELE T, ARHUEZER.
HERRETHINEIMITONWTHREFAZITL., TOHKRE IPAISERLET,
[PA X ZEDRERICHEL, HISEITVLET,

HEEDEZRS | MR k77 &t
*1 *2

B Xt FREEA] PRIETEZERTHE

FREEA AT RELICEMDDOR MEZELEE
PRIETZERTHE

BE DX FREEA] PRIUETZERTHE
FREEA ] IR T GERTREREE—EHN SHIER)

LSS FREEA] Bk T GERTREREE—EHN SHIER)
FREEA ] BRET GERTRERAREE—EHL SHIBR)

*| HEEDEZFILME 4R >THELET,
*2 BEMGE XVESACOEGICHET MBUHRIIDAIRIX. HRELTD

VILITITHEBEDAFADERANDER., IPAICE T HRREORAEDA

. BHICBTARIEO—FORRHEOEEL V- T=, BZEEHICDOLNTH
BHEOBRMEZFHELNICTELIRRIZCHEINENTHEBLET,

43




186 EFRREICELT S-ONEER

186 VI rIOIT7EHROMBEDIKEWZEY SEFREADX IS

1. YVI2rOIT7EROHEEOERKZWVICEAT SERIZEER VS

VI b I 7EGOMBEOIRIRWLICET 2ERIZELLE LT, 1S0/1EC
29147:2014 (vulnerability disclosure). ISO/IEC 30111:2013
(vulnerability handling processes) WiR#&{LahE L1,

Sk, ZEPEDORU AN O—NIILEEERAZRDIGEICIE. CALDE
BAZEICH T SHEMNEFYVET, FIZE. BAORAEEHZFIZE LT,
BEERALI SHBEXGICET 2B DVWTHAZERSINEBE, AVU4
&L CEFZBEICKE LIzKEH - A ZITo> TSI E#HBAT S5 & T,
MELGEENEONDEEZDNTT,

Fr-. BEDHRBHEDARARI) S—Z2 KT HIET, RREOHBHEHFD
MRBVEAFTEET,

2. EFZEEZEOHME

ISO/IEC 29147:2014 XV 7 b I 7HRICZRIEEE (BRHRE. 707
AP —ERBEXE 4 () ESR), IRV E 4 D) E5R) F%E7,
LT, TRUA] EWVD,) DIfESEHICEAT o0 E&nwY &Y (SEM 5 DI
SBHICEAYT SRBOFZE. 1 —FITHTHMBHEIRD T RN T ERSE)
ZHELTULWET, —A. ISO/IEC 30111:2013 (AR > 5 DN T D a5 14 EN ik
W70t R (MEEMOKRIE. MBI RORAKEE) OEHERELET,

NoDEFRERODEAICRLET,

44



186 EFRREICELT S-ONEER

ISO/IEC 29147 ISO/IEC 30111
EE e JOLN HaEa Mk IO
e1)s,— M HERRLVE S —&
Rl ¥ B EDTL—LT—5
EEETS
W S8 19 4
BEURHT BEEHE
WRT S
SEBDTREN S .
HEDERFELSD
RHEiLOmLE ( WBIERET S )
o
4 4
BHERETS > EHERETS

RRBIERSD |4 --r----

53 1A
EEshr=h?
A

[

TEINAH% I I :
e << WEERRET D

-
-

=
-

A4

X EEOEEFD )

1 1SO/IEC 29147 & ISO/IEC 30111 %t

(WP - ISO/IEC 29147:2014 % JtiZ4ERL)

3. IEHRtX1) T4 BHEH/N— bF—> v TEEREEDRERZR

NS DEBZEE, BFHRteXa) T4 BHERN—FF—2 v TORMEH
EHELT, KELFEOLREBEEIHY FHA. LA -T, HEHREF2UT
1 BHZERN— =29 THARSAY (T, PHAESA2] ELVS)
(SR> THEBMEZRYIE > TLEIRUAHNERZEICHIET D ELHARET
ER

f=1=L. ISO/IEC 29147:2014 ~DRIGIZDWNTIE, MWV LARILTHEIT AR
FEEMNERINTVWET, I T, XEHTIE. PHA RS VITHIELT
WBRUAHISO/IEC 29147:2014 [CHHIEL K S E T HIGRICBETRESE
HIZTODWTCTHELET,

45



186 EFRREICELT S-ONEER

4. 1S0/1EC 29147:2014 ICDWTHEEITREEIE
PHARSAUIZHIELTWLSERNZAH [SO/IEC 29147:2014 IZH %5 L & S
LT HBEICBEIRNEFTHEIIOVTEEDD L, ROLSITHYET,

BEIANESEE ISO/IEC 29147 HIGICHR Y HLIHEEDBER

£k CJO—NLVGEERFAZRAANVAITENTIE, BEEERRLZD
WTERREIZHE LTS L ZERICHAYT ALERNEFE -
TWBIENET I VTRENGEM T oI,

T4 09— |- REEMRZERALEZCLICOVT, XEfELEHFELTET,

EX VIV FEREDES. BEOMRARE~ADEZEEZEREL. VIt

DIT7DBEHICOVWTIEERICAMT S ENTEE,

pEERe/NE )

—

- BEEMARR) O —EREL. TO—MELRT S,
- EBEMARARY O—IZX, AUEADERAE, EX 2T EEES

Tvayv, FPEENZPOYRY DGR, BBEEEEDhIEEET
SERICRIOFREMEN H S FEH. BESNDT—EX. BHZEES P
S2TEHTEINEEDH D,

- RBUAFKRY O —D—BELRT S LICLY, REEMNCERE

EENETHONSARELEE D,

CREFHONRBEMEDA T DHRET SERICHEEN TS

T—RLEBZAONB=H, 5 LEGEORBITOVTEHoML
HIREFLTE <,

MeSstE D =5

- EEMEARKRY L—CAIY ., REECHE#BMORBHENEHE

ZIH T HRNNEEOERET 5.

- ZDLET, RBUEOEHZRELERICE, ZIEELEEZ 7T BURA

ITRIET %,

- BRA. EAFORMKIROMRIE. 7T BURIZHIST 5 DA% L LVATEE

ERH D,

hEAR A

- RUFF, PRV FIZRO N B3 (BEBEEOREDLY 57+,

HMORLFEQHEBEFS L, RRE - ABBECABRKRES
BOEDHHIZDOVNTHIAT S &) IZIRY BT,

RV E L THDA LV FOEMERSHE. TALICEHDM

BUERCEEZERT IDERFEL . ZERICEIVCEZEFT HICE
FHIEMNZLY,

IV RERBICE TR, N—bF—RAFICEEEEZARL.

ENICEWNT DRSIBFLTVD TR H 5,

46




186 EFRREICELT S-ONEER

LTFIZ, SThoDFMICDLNTERBALET,

1N #3409 —EX
ISO/IEC 29147:2014 12815 254 o —ERXR] [TDOWTHEEHEF5IH

LET,
= -8 AR
3 Terms and 3.4 online services
definitions service which is implemented by hardware, software, or a
S HEELERE combination of them and provided over a communication |ine or

network

Note 1 to entry: The vendor of an online service may also be
referred to as a service provider. Online services are similar
to products in that both are primarily software systems. Two
main distinctions are that a service often appears to users as
a single instance of software and that users do not install,
manage, or deploy the software, but they only use the service.
34 FSA4Y—ER

N—F9IT7, VILIIT7ELIEZTOHEAEDOEICE > TEES
h, BERBELERY FT—VRBETRESADY—ER

FER1 AUSAUY—ERDA VA X, Y—ERXRTANA ZEEE
heleiHd, oS4 —ERLERIF. MEELBEIZVI L
DIF7VARATLTHAIEVLSIATEUTWS, MEBEBOETEWE., Y—
EXEI—HIZESTIDDYIFIITDOLSICRZZENS R
E.A—YHFREYIEIIT7DA VAR =)L, EBFEIIERZT

T, H—EXFFRTEIETEVSRTHD,

5.5 5.5.4 Release phase

Vulnerability | The vendor deploys the remediation. In an online service, the
disclosure vendor deploys the remediation and documents the event

process 5.5.4 A7 z—X

summary RUBIEHERERHET 5. 72054 U —EXRDBE. NUFEHREK
5.5 MEE5MEL ZREAL. TOBRICOVTXEIL L TERHELTET'?,
Ak 0]

8

(WP - ISO/IEC 29147:2014 % JtiZ4ERL)

RPJAFDEREN G, o741 VH—ERDFEEICE, V57 FEE
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[CHYBTHE. BEMENEREEBRALECLICDOVWT, XEfLLREHEE L TR
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JOENEFNFT, SHIZVTVREREDGS. BEOFARRE~ADEZE
ZEREL. VILIIT7OEFHICOVWTIEBRICEAMT S ENEETT,
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ISO/1EC 29147:2014 I2H 1+ 5 THEBHEARAR) >—] [COVWTOEEZESIA
LET,
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6 Vulnerability | 6.1 General

disclosure Vendors should define their responsibilities in the
policy vulnerability disclosure policy. Vendors should publicize

considerations | their vulnerability disclosure policy or point to an existing
6 RESSIE/NBAR | public vulnerability disclosure policy.

Jo—ICEAYT S | 6.1 HIE

B RUFE, BBUEARR) O—ICBT2ER2EETILELND
5, NUHIE, BEOMBEELARKRY O —F0%KT 5. LI
EAFFD— MR HRE AR S —FRIDBELH D,

6.2 Minimum policy aspects
A vendor should create an overall vulnerability disclosure
policy, but they may choose to publicize only select sections
if the internal policy contains sensitive information. A
vulnerability disclosure policy should, at least, include
information about the following.
a) How the vendor would |ike to be contacted
Vendors who adopt a policy of vulnerability disclosure will
typically offer a security website or page. This website/page
provides information on the vendor’ s accepted method(s) for
receiving vulnerability information from a finder.
Contact information might include one or more of the
fol lowing:

1) E-mail address; (ffIRIZEER)

2) Phone number ;

3) Web form.

(UTE A MILDAHIRF)
b) Secure communication options
c) Setting communication expectations
d) Information that would be useful when submitting a
possible vulnerability report

e) Out-of-scope services

f) How submitted reports are tracked
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6.2 R/NEDEFR
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e) EFENDHY—EX
f) BHZESO-TEHT HH

6.3 Optional policy aspects
A vulnerability disclosure policy may contain multiple
optional elements.
a) Credit to finder
b) Synchronized public disclosure
c) Distribution
6.3 AT aFIERY I —DER
MESEMARMARY O—IZIk. RO T a VEREEHTH &L,
a) EFREBEDIUR
b) —i&~FD R
c) Bifn
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Q) MDD ZE
[SO/1EC 29147:2014 1Z&(+5 THESIEDZME] ITOWTOEHZSIALE
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7 Receipt of 7.3 Acknowledgement of receipt from finder or a coordinator
vulnerability | The vendor should respond to a vulnerability report within the

information time period specified in the vendor’ s vulnerability
7 Me531E1E#R | disclosure policy. It is recommended that an acknowledgement
D25 of receipt of a vulnerability report be provided to a finder

within seven calendar days.

1.3 XRELREKEAN L DZHEDOHER

RUFIE, BEOBEEHARKRY >—0h THRE L -HEURIZ, i
BHEOBRHIILT S, MHEHELHEZZEL-E0ERKIEL. EREIC
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(WP - ISO/IEC 29147:2014 % JTiZ{ERL)

[SO/IEC 29147:2014 ® T24E) 1Z. TORBICFERES. BICRIELEE
EFRIETHEEZBLTVWVET, HlIZIE, IPATIEK, RIELEEZRREITR
B9 5 IZEERLI ELSBEELHYFEITHN. ChAZELFET.,. DKL
LI TEBLTREICTS CENLENET,

L=AoT. RUSHESADERT I1S0/1EC 29147:2014 35IZE Y 8
HmE. £9. BHEELRRY —ICAEIY., XEECHAEKEAISHRBEDOREL
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5.4
Stakeholders
5.4 FIEMBR
&

5.4.3 Intermediate Vendor

An intermediate vendor gets a subsystem from a vendor and uses
it to supply a system or service (or a combination of both) to
a user (or another intermediate vendor). Typical examples are
the fol lowing:

a) system houses that use a PC and an operating system to add
their own healthcare administration software and sell the
combined system to a medical doctor (maybe together with a
maintenance contract) ;

b) telecommunication providers that supply a mobile phone
together with a service contract.

5.4.3 RS

FERNVAF, RUAHWLHTORTLEAFL, TNEFEL>TIR
TLEEIIY—ER (FREEAOHEAEHLYE) Za—Y (Fi=ldis
DFERNS) ITRET S, BEMNLHITIEIRODLSLBIDOLHS :
1) PCXOOS EBHDANIIWRTTEEY I b7 EEHE., igli
DATLEEMICERTT S (RTFENL—HBIIRET S ED) VR
S NAY.&

2) EHBEREARLEY—ERZWNEEOLETIREBT IEESES,

7 Receipt of
vulnerability
information

1 HES5EIEHR

=z A
D=1

7.5 On-going communication with finder

Vendors should evaluate the reported issue and make a
determination whether it represents a vulnerability or not.
The vendor should inform the finder and coordinator, if
involved, on the results.

An intermediate vendor should check whether it can decide on
the potential vulnerability on its own or needs to involve the
vendor it got the related subsystem from. If another vendor
needs to be involved in the decision and if this delays the
response, the intermediate vendor should inform the finder
and/or the coordinator about this fact and about the further
processing

1.5 XRBLOETHOPYEY
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SE 2 fBHEARERY o —DEH

REsstEABAAR ) S —I(%. ISO/IEC 29147:2014 @ Annex B @” B.1 Sample
vulnerability disclosure policy” IZHlZRENTULNSA, BRICERANADR Y
IHLBREINTVWEEHIEREONS, UTIZTENLDSEFZETRT,

BmCisco; “Security Vulnerability Policy”
https://tools. cisco. com/security/center/resources/security vulnerabili
ty_policy. html

WIBM; “Report Security Vulnerabilities”
https://www. ibm. com/secur ity/secure—engineering/report. html

BMicrosoft; “Coordinated Vulnerability Disclosure”
https://www. microsoft. com/en—-us/msrc/cvd

M Salesforce. com;
[E— LA TA—R + Ky b LDEEHERER >—]
https://www. salesforce. com/ jp/company/disclosure/
[Force.com ISVEFa )T LEa—]
https://developer. salesforce. com/page/JP:Security Review

WY AARDX,; THESEHFERNFY TR O—]
https://cybozu. co. jp/company/security-policy/

BEIEERR, TEIZITIL—TI2H T RRMEHEIFRORARIOEX ]
http://www. hitachi. co. jp/hirt/publications/hirt—-pub10008/index. html

WGMO R/N7R; THESSMEREHIE
http://pepabo. com/contact/vulnerability reporting/
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[t ) T4IELEFED-ODMBEREHA K] °
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MEHREF1 U T4 BHERNN—+F—2 v TOEN

- fEMERE IO ROEAMEH -1 °

BHREXF2) T4 BHPERNN— b F—29THA RSAVOBERELT
R LI-BEHTT,

15 https://www. ipa. go. jp/security/todokede/vuln/uketsuke. html
16 https://www. meti. go. jp/policy/netsecurity/vul_notification. pdf
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[Nnformation Security Early Warning Partnership
- Overview of Vulnerability Handling Process -] ™
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REEFLEER VIO I7HAEOMBHREERFRICET 5 EIKFHRE]
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M B ERMEANMICED L S [TERY KL, FHETNEH, BELGE
fEFIEZEHFET S5-0IZ, JPSA (FRSA)) BEVUFEDHI-ERTT,

7 https://www. jpcert.or. jp/vh/vul-guidel ine2014. pdf

8 http://it. jeita.or. jp/infosys/info/0407JEITA-guidel ine/guidel ine-v10. pdf

19 https://www. ipa. go. jp/security/guide/vuln/ugb65p90000019by0-att,/000002992. pdf
0 https://www. saj.or. jp/activity/advocacy/20041203_security. pdf

57



- MESSIERSEIRIRFTB D ER R A
MIITBUE N BHRLEHEERAE (PA) TIE BFEREETERER . 2004 £7 ANLY I IT7E G
BEUVII T 7T r—2av DOHfEsEHICEYT SEHEZFHF T TOET,
https://www.ipa.go.jp/security/todokede/vuln/uketsuke.html
(B%)
MVIb T 7 RFOMSEIEREIFIRICEE T DIIRIRE (M 29 FRFEREETE 195)
24 1R R VR BB Z EHHETI(ER 3 FREFEFEETE 195)

MEHRtE+1 )71 BYPEMR/ — FF—> v T

EREF1) T RRER/ A~ —vT

r

1 ]
: — i
[ I pA mstennn | OPCERTEO®® | s, JPCERT [0®" HIGHRSE i
| O 1EHEA AREADBEE — A s !
. -
JIRY T ] 24t AR /Rﬁa@;’ti’ H
HADHEEEME i - ey fgggg%g&] v ‘ ‘ VN sapan Vineraiy Notes ‘#mﬂ :
'E5 WNEREER- REE neprs | BAxES '

] RE, HEEGE
' T i
H beoooa! PP O OO OO TS = % TSl S — -d
e | A ,s;-,t- __________________________ ¥ THEERERS oo 2

[k pt:3 ER "l
ook | Il s EEHEE ) pmumammsn EABRORAL B EFREEEAR |
R 5514 : REE. X RENE :
\ sy H )

SIPA IR ST ITEUE N B ERALIEHEMERERE, IPCERT/CC:— B4R A JPCERTaA— TR —Lavto4—, R B MRS EAEER TR ATIRR

- FXEHOST Y O— R

AEHOEMIHIRIIHYFR A RERIE, RD URL NoF I O—FTEFT,
https://www.ipa.go jp/security/guide/vuln/partnership_guide.html
https://www.jpcert.orjp/vh/#link_japan

- FEHICET S BEEHEE

WILATBUE N IBHALEHE RS (BEFE . IPA) X )T 53—
T113-6591 RIRHMXRARAEHAZTH 28 %F 85 XV )—ra—heo2—4 74X 16 [
https://www.ipa.gojp/security/ TEL: 03-5978-7527 FAX: 03—-5978-7552

— &t FE AN JPCERT —T 4R —> 3t 42— (B&F5: JPCERT/CC)
T103-0023 FRRHFRXBALEARET 4-4-2 RILE)LT42J 8
https://www,jpcertorjo/ TEL: 03-6271-8901 FAX 03-6271-8908

Bt ) T BABBNN— b F—2vTHLAESA4Y

2004 &£ 7 B 8 B #IFEE 1rFEIT 2014 &£ 5 A308 HETESHEIT
2005 &£ 7 A 8 H ™ETE 2 HF1T 2015 &£ 5 A228 HETEIMFEIT
2006 &£ 9 A 1 B HETE IMRHET 2016 &£ 5 A308 HETE 1 OKRFET
2007 & 6 A118 HETFE4RET 2017 &£ 5 A308 HETE1 1 RFET
2008 & 4 A 4 B HETESRET 2019 £ 5 A308 HETE 1 2FET
2009 & 7 A 8 H HETF 6 HF1T 2022 & 5 A3 18 HETE1 2hRE 2MIFT
2011 &£ 3 A28H HETE7HET 2024 & XHB XHB %ETE 1 3RHEIT

[EE - &lE]  1ERVRATLEORBIEFEROIRWNICET 2HRE
(BB - #17] MIITBUENBHRLEHEERE

58



	Ⅰ．はじめに
	Ⅱ．用語の定義と前提
	Ⅲ．本ガイドラインの適用の範囲
	Ⅳ．ソフトウエア製品に係る脆弱性関連情報取扱
	１．概要
	２．発見者の対応
	３．IPA（受付機関）の対応
	４．JPCERT/CC（調整機関）の対応
	５．製品開発者の対応
	６．その他

	Ⅴ．ウェブアプリケーションに係る脆弱性関連情報取扱
	１．概要
	２．発見者の対応
	３．IPA（受付機関）の対応
	４．ウェブサイト運営者の対応

	付録１　用語の解説
	付録２　脆弱性情報取扱いのフロー
	付録３　法的な論点について
	１　発見者が心得ておくべき法的な論点
	２　製品開発者が心得ておくべき法的な論点
	３　ウェブサイト運営者が心得ておくべき法的な論点

	付録４　脆弱性の影響度に関する考え方について
	付録５　ソフトウエア製品における連絡不能案件の取扱いについて
	１　連絡不能開発者一覧の公表
	２　対象製品情報の公表と関係者へのお願い
	３　判定対象としない連絡不能案件の取扱いについて

	付録６　ソフトウエア製品の脆弱性の取扱いに関する国際標準への対応
	付録７　本ガイドラインの別冊・関連資料一覧



