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CVE-2018-5744: A specially crafted packet can cause named to leak
memory
Michael McNally

B8 Updated on 21 Feb 2019 @ 2 minutestoread | Contributors [,_,

CVE: CVE-2018-5744
|

Document version: 2.0
NIATBHRMSHIBALIZCE
Posting date: 21 February 2019 / ﬁ C
Program impacted: EIND
Versions affected; BIND 5107 =3 108-P1.811.3.>2115.P1 912 0.=9123.P1 and version CV E _% —
: . B]s
\ersions 9.13.0 = 08.13.6 of the 8.13 development branch are also affected. El
Sewerity: High L] ’ I}ﬁ ’ﬂ-
gEB% (/j.%} “ >
Solution: El/ 2 3

Upgrade to s version of BIND containing a fix for the memory leak, ﬁ aran

N

s BIND5.11.5-P4
s BIND5.12.3-P4

BIWD Supported Preview Edgion is a special feature preview branch of BIND provided to eligible I5C support customers.

* BIND 9.11.5-55

Acknowledgements: I5C would like to thank Toshifumi Sakaguchi for reporting this issue to us.
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Summary
Possible Remote Code Execution attack when using the Struts REST plugin with XStream handler to handle XML payloads

Who should read this All Struts 2 developers and users

Impact of vulnerability A RCE attack is possible when using the Struts REST plugin with XStream handler to deserialise XML requests

Maximum security rating  Crifical

Recommendation Upgrade to Struts 2.5.13 or Struts 2.3.34
Affected Software Struts 2.1.2 - Struts 2.3.33, Strufs 2.5 - Struis 2.5.12
Reporter Man Yue Mo <mmo at semmle dot com= (Igtm.com / Semmle). W ~
NABHRMSFIBRLIZCE
CVE ldentifier CVE-2017-9805 ﬁ C
Problem
TEPRE
The REST Plugin is using a #5t reanHand | er with an instance of XStream for deserialization withg E’J
Execution when deserializing XML payloads. 1 H}io)} \ \“
Solution —
- E’*ﬂﬂfawté/t‘ S
Upgrade to Apache Struts version 2.5.13 or 2.3.34. E'/ == . /3 /
% —
tHB8 : Apache Software Foundation . CVE%EI =S
https://cwiki.apache.org/confluence/display/WW/S2-052
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