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B NVD(National Vulnerability Database)

https://nvd.nist.gov/

NATIONAL VULNERABILITY DATABASE

VULMNERABILITIES

Source: MITRE

NVD

JKCVE-2020-0768 Detail

Current Description

A remote code execution vulnerability exists in the way the scripting engine handles objects in
memory in Microsoft browsers, aka 'Scripting Engine Memory Corruption Vulnerability'. This CVE ID is
unique from CVE-2020-0823, CVE-2020-0825, CVE-2020-0826, CVE-2020-0827, CVE-2020-0828, CVE-

2020-0829, CVE-2020-0830, CVE-2020-0831, CVE-2020-0832, CVE-2020-0833, CVE-2020-0848.

<+view Analysis Description

Severity

-

CV5S Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

NIST: NVD

Base Score: -

Vector: CVSS:3.1/AV:N/AC:H/PR:N/UL:R/S:U/C:H/I:H/A:H
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H Vulnerability Notes Database
https://www.kb.cert.org/vuls/

Carnegie Mellon University Search vulnerability notes

Software Engineering Institute

CERT Coordination Center

Vulnerability Notes Database

coverage of public vulnerability reports, consider the National
Vulnerability Database (NVD). CERT/CC also publishes the

Vulnerability Notes Data Archive on GitHub

Recently Published Vulnerabilities

VU#660597: Periscope BuySpeed is vulnerable to stored cross-
site scripting

APRIL 06, 2020

Home Notes Search Report a Vulnerability Provide a Vendor Statement

The CERT/CC Vulnerability
Notes Database is run by the
of

CERT Division, which is part o

the Software Engineering
Institute, a federally funded
research and d opment
center operated by Carnegie

Mellon University. To,

are leaders in cybersecurity,
software innovation, and

computer science.
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https://msrc.microsoft.com/blog/categories/japan-security-team/

B A9 (F4E 18,48,78,108)

https://www.oracle.com/security-alerts/

BJ35M47 M R

B 7RE  (Adobe Reader 1¢&)
https://helpx.adobe.com/jp/security.html

B Mozilla (Firefox/Thunderbird 2¢)

https://www.mozilla.org/en-US/security/advisories/

B Google(Google Chrome)
https://chromereleases.googleblog.com/

m vl
https://support.apple.com/ja-ip/HT201222
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https://tools.cisco.com/security/center/publicationListing.x

B H -tF1U5¢15EER
http://www.hitachi.co.jp/hirt/security/index.html

B IBM -Security Intelligence
https://www.ibm.com/blogs/security/jp-ja/

B Red Hat
https://rhn.redhat.com/
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B Apache Foundation

-Apache HTTP Server
https://httpd.apache.org/security/vulnerabilities 24.html
-Apache Tomcat

http://tomcat.apache.org/security.html
-Apache Struts
https://cwiki.apache.org/confluence/display/WW/Security+Bulletins

B [SC (Internet Systems Consortium)

-BIND
https://kb.isc.org/docs/aa-00913

B OpenSSL

https://www.openssl.org/news/vulnerabilities.html

B WordPress

https://wordpress.org/news/category/security/
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BB Z1-AAT4T
m ComputerWorld Security CKEHL)

http://www.computerworld.com/category/security/

B The Register Security  (ZR[E - B0

https://www.theregister.com/security/
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B Metasploit
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me‘taspbif Get Metasploit

The world's most used OPEN SOURCE COMMERCIAL SUPPORT o Ra p I d 77)“E§ jéﬂﬁsgll‘io)liﬁé
;:)enetratiokn testing Metasploit Metaspioi J—R (EXp|OitS) ED1-)ILEULT
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Compare Features

View More Projects

W star | 15,445 @]

Latest Metasploit Modules View All Modules

TITLE AUTHOR
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