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Thomas Schreiber, “Session Riding — A Widespread Vulnerability in
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e Thomas Schreiber, “Session Riding — A Widespread
Vulnerability in Today’s Web Applications”, 200412 8
http://www.securenet.de/papers/Session_Riding.pdf

— In this paper we describe an issue that was raised in 2001 under
the name of Cross-Site Request Forgeries (CSRF) [1]. It seems,
though, that it has been neglected by the software development
and Web Application Security community, as it is not part of
recent Web Application Security discussions, nor is it mentioned
in OWASP's Top Ten [2] or the like.

We prefer to call this issue Session Riding which more
figuratively illustrates what is going on.
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Session Fixation

o tYVIVEE (HEFF?) HE
o FESRHIRERR

— Mitja KolSek, Session Fixation Vulnerability in Web-based
Applications, 20025128
http://www.acros.si/papers/session_fixation.pdf

— Paul Johnston, Multiple Browser Cookie Injection
Vulnerabilities, 2004498
http://www.securityfocus.com/archive/1/375407

o 7595 DI Cookie Monster1/\JEDHH & HHE Teookie TH AT BE
EVVOFEIT

— Michal Zalewski, Cross Site Cooking, 2006%E1 A

http://www.securityfocus.com/archive/107/423375
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POSTA T & Cookie 5zt
e POSTCLYYaVIDEEDNEE

- ZEERITD
- O A EIOEEmN Sy a3 IDEHTLTIIESAELY
e cookielcty avIDMDIGE

— XSSHaZEEME LRV M SFASIN D EITEN(XT
THo1-)

— LIAA, TIroH DI Cookie Monster J/\T EDHAEHE
THRBEELVSTEHE

¢ Multiple Browser Cookie Injection Vulnerabilities, 2004498
http://www.securityfocus.com/archive/1/375407

o BHZIT Pro: IE®Mozillalz & [CEFa)T-v—Ib, BNTELEHT
AJREMEHD (COREERIFEEDRTEZHHEATIS)
http://itpro.nikkeibp.co.jp/free/ITPro/NEWS/20040921/150222/

- CREFES L.
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Cookie Monster /\7/

o 1998 (CHEHESNE L\

— Oliver Lineham, Arun Stephens, Cookie Monster: HTTP Cookie Bug
Affecting Servers On Most Non-Generic Domains, 19984512 H

http://homepages.paradise.net.nz/~glineham/cookiemonster.html
http://help.netscape.com/kb/consumer/19981231-1.html

o Set-Cookie T&E 9 %domain=747 3> DR E
- www.f00.co.jp DH—/3M5 LT DcookieFTIETES
¢ Set-Cookie: a=b; domain=.foo.co.jp
— ARELLIE www.f00.c0.jp DH—/ 35 LT DcookieFKfTIETET
[EONMFARLY
¢ Set-Cookie: a=b; domain=.bar.co.jp
Set-Cookie: a=b; domain=.co.jp
— Netscape/Mozilla TIXIRETEHLL T DcookieFITNTETLES
¢ Set-Cookie: a=b; domain=.co.jp
o Netscapeld i 554 TlIGLELTBIE L h ok
- BER5WME. ERAGcookiehAHEIZZENHDHEWNSFET T, T34
NO—RBIZIE DS EHIERLT
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e POSTTRTAVAEINGTEYYaVIDELNVY YA MIEFH
— L1=M>T. Session Fixationh\fEIE 4B — R (L F%
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o TWeb7FUb—2a 8 —)hteyvay BB EET B BRI L
T3
o HAREENERE
— MR A DFEE

 {E AN takagi.chiyoda.tokyo.jp ® KxM U EERETES
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e Internet Explorer®ig&
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o ik FAMVORIEZR(FIE jp FA U TIEMETE TR
o ltd.uk BEDLIICE2L NI X FDIGFENFETScCTLDH HB
e Mozilla®i5 &
- ARITHRIELGENERELTNS
» Bugzilla Bug 252342, fix cookie domain checks to not allow
.co.uk
https://bugzilla.mozilla.org/show_bug.cgi?id=252342
— —m-m-- Comment #61 From Darin Fisher 2005-07-25 17:14 PST

This is low on my priority list. If someone wants to fix this bug,
then please feel free to take ownership of it.

e Opera®iZ&
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e Session Fixation®—f&&LTan&SNTLVS

— Mitja KolSek, Session Fixation Vulnerability in Web-based
Applications, 2002412 A

http://www.acros.si/papers/session_fixation.pdf
— (PHPRIRTIEZOMEEMNYAEFE SN TLNSA.....)
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Cross Site Cooking

e Michal Zalewski, Cross Site Cooking, 200651 8
http://www.securityfocus.com/archive/107/423375
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