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avha—uiEn), 777 b F oy, MR - B - a7 i (ELST ¢
Ethical, Legal and Social Issues)

@) a—RL—rHNRF IR
CBERLHIG R ENOEHEENT 50 O BRI ORe{tE B E L., 2—RL—Fh
TNRF AL NI BMMR DS Z &

INFRIE A PR, PR R

(4) ITBHBEE~ D1RHRBAREER
- ATBOSBEAMERL L2 3CEIZ OV, GECHBAREREITAD 2 &

A

8. 1R#E(LEYE

(B4F]
>  BELOEEZIMT D,

E1z)
v HBMEOFER E DT 1T, IS0 R0 TEC & Vo 7= B eV R0 2 R R D M eV 21T
STWAHZEEMY, ZDIEEOEFMELE D F T 72| 2 BT 5,

(1) =%k
- IR L DL ENERE R
2

BEB| 7777 NAZLH—F, Tr—T LESE
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@) ITIZ&ET5FE LK
C IT BT 2 H TR F L O] & Fri

N—z— R, JAN 2— R, QR =— R

Q) FREREERE
- RER 72 [E BARVE L A [E AR YE LR IR & B i 72 s

ISO (International Organization for Standardization : [EIFSEEUE(LAE) ,
IEC (International Electrotechnical Commission : [EBSESAEHESZE),
IEEE (Institute of Electrical and Electronics Engineers),
W3C (World Wide Web Consortium), JIS (Japanese Industrial Standards),
IS0 9000 (MnE~A P AL MY AT ), IS0 14000 (BREE~ R AL P AT
L), IS0 26000 ((EAYEALICEIS 2 F51), |ISO/IEC 27000 (fFHtEF=V 7
LR RY AL M AT L), JIS Q 38500 (IT H3F 2 A) |
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RHE2: REBK P83 BEBRIRIAE

9. REMBEFE

(B4F]

> AR ER RO FIEICET D EARNRE X G 2B 5,

(EBA]

v ARFEEENCET D ERE T o FEE Y, BERIERE D720 O E I R+
TEDIEARRY 25 2 5 2 Bk %,

(1) BE®ERITFE
* R HIE OO 72 0 OIF WE NS 2 AR FiE, ROk R OTE ]

SWOT 4347, PPM (Product Portfolio Management), VRIO 43#7, #MESEREE, PNER
BRBE, 3C o#r

ERBI T FiEE o7 lREe - T - /it

(2) BEBMICEIT SREE
* R E RIS B AR A e R

REH| woemEi, 1/ R—var, ararEyrR, =y FEkEE, RELEE, 7
IN—F = v VG, TIAT A, TURY—20 T, M&A (Mergers and
Acquisitions), OEM (Original Equipment Manufacturer : fEF4e7 T o Riili),
T T VR, 77 0F v A XFx—, MBO (Management Buyout : fFE[HIZ L 5
HALEUL), TOB (Take Over Bid : ABHEfFIT), MBLORRF, RERANSE, FEEH

B, IFTT 4T 4k, RoTF~v—F T, AT 4T A, H= NP —g
ESG £4&

10. =—45T4144

[E4E)

> =TT 4 VU TICEET AR E X TR S,

(5%8A)

V =TT 4T OFEEERRERY, BEET LT HINESCT — X o OfE e~ —
TT 4 TICIERT A ik E T 5,

v REWN~—rT 4 T RE, EEE TIEOREE & RS A BT D,

v Web~—4F 4 v 7 DEZ I LNRMIE N 2 BT 5,

) T—=45F12TDERE
s =TT 4 BT AN 2B 2 5 L EHIE A

FEEGI| mmaEA, WOGE - RLE - (R AGHE, R, BRGEIEME, BRI, UX (User

Experience), 4P « 4C, RFM (Recency : Fx#&ME'E B, Frequency : M & 4
Monetary : BAFHEE &) o, 7oV 7OME~ NI 7 A, A=AV —%
—, Ah=F ¥, TTUREME, TaXx s NITATHA TN, RV a=v
7,

m R T 2 A & LT e e
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) == T4 VTF&
- REW e~ — T 4 v 7 TIEOTEE &R
REH| T A =TT AT, AV M= T AT, JAARAT AT
TAVT, AN R=TT T, Ty v a il TV

3) Web=w—4,F42%
s A H—F v b RO Web I KD IRE, WGeEER EDE 2 &R 705 H

A B =%y NRE, 7 b U A—)VIRE, =i, URAT o T IRE
(F R E A IR 45), SEO (Search Engine Optimization : MRS = ¥V fxifk),
TI74VTA b, LARAST =gy, FULNPAL R

(4) fREREFix
- ARV 7R AHS R E TR O & R

BE| AXIL 0TI 4 00, REM—var T I LT, A FIv T IA
v

1. ESRAEME BT - B

(B4F]
> EVRABIBSIROIZ D DONRER RGBT FEEZ BT 5,
(EBA]

vV EVRABBESIROIZO ONRERRIRERSN FEE LT, BERE,RUHEZ B L
T2 FEIZOWTHEFET 5,

(1) ESRRABRIRRVFHED - DREIHFE

[ EORRERIEORICB L CRE L 5, IS < AN 2

+ e i DS A B — F AR I O 0D 72 8 O AR 2 AR O3 HT Tk & Rk
CAREELE L LTOIyvarvd, fEOHVIEVEL LTOEY a rOfE

BSC (Balanced Scorecard : /X > A A2 7 H— K), CSF (Critical Success
Factors : EEEERLINZEIN]), KGI (Key Goal Indicator : B3 HIEERGFERE), KPI
(Key Performance Indicator : HEZEMFHMIEEE), NV a—xz =T 7

E B AR IR FIE & o 7226 AT

12. BEEHEIRTL

(B4F]

> REEHIAT LAOEARNREZ T 2R 5,

(EEA]

v OREEHEZDRIATO O, BEEHIATLARDLZEEMY, TORARNZ
ERAG BRI D,

(1) BEBEIRTL
CRREEHY AT LT DAL HREE B AT
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CRM (Customer Relationship Management : FEAZPRREF), N 2 —F = —r
~F YA b, SCM (Supply Chain Management : fiEf&H 4% ), TQC (Total
Quality Control : 24EAYREEFE) « TQM (Total Quality Management : &S5 HY
WEFE), ERP (Enterprise Resource Planning : /26 FREH) RNy r—,
VI AT, Ty XU AL, TOC (Theory Of Constraints : KR

E4N
[aljii}
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RHE2: BREBK PoH4: BB IRIA

13. BiBAFEEDILE - BRFAREEE

(B4F]
> BANPAREIEOEER, BRZHEMET D,
(EEA]
v ERENE TR SICES W TR E e — R~y I L o THEARBEFE S HEE S T
WHZE AT S,

(1) EfTEASEERRE - BB R E
FERRICTTS TOBF MR T 2 LA HE LT, HirBhmCRanE) A 2l A - oA
L, BAEDRAET DM FM L C, SIS U CTEANMREE 2 & b GBI AN 7= 5l B %

BEIEANIR SN D Z &
- BIRERIS I LS W TEIR DN PR Sk, v— R~y FICESW TRARR 22 Bl
FREAEDHND Z &

- LAY A A R T RS DS 2 &

MOT (Management Of Technology : HAlTiEE), Bl — h7 4 U, FFFrkns,
BT PIFE, TavRf ) RXR—vay, Tl ) R_X—vay, =T
A X—=vay, BO), SEOR, ¥—U 4 O, "y, Fx AL, A
JRX—=varpvryw, T UBE LY TE Ry X AT 4 7,
EYVRAET AR Y UNRR, V=V AF =T v, APLl =) I—, VC
(Venture Capital : X F ¥ —F ¥ B X J)L), CVC (Corporate Venture
Capital : I—HR L — F_XUF ¥ —F ¥ X))
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RAE2: BEBR OS5 EDRRAUFR MY

14 ESRRVATLA

(B4#F]
> FHEVRAZEHICBT HNENRI AT LORB BT 5,

(5BA)
vV HFHEVRAGEICRT D VAT AMERRREBEFET D202, il SR ror
VR A TR SN TWARERR S AT L ORER0E 2 7 2 HfFI 5,
v BREVRASBICEIT S Al OFIEH O 2 AT 5,

(1) REMGESRAGRIZEITAVRATLA
- REH 72 B R AR D VAT L DORHK

G| oEEHRY AT L, S@lE®RS 2T A, P0S (Point of Sales : HUFEME AIEHE
) 25 A, GPS (Global Positioning System : &HIERBINZ > 2T L) Y
AT 5, GIS (Geographic Information System : HIBE{E K o 25 &), |ITS
‘ (Intelligent Transport Systems : /& /S B ACIE Y AT L),
Toll Collection : ABYEIILS) + A7 4, IC #— F, RFID (IC #2),
’E‘%i?}‘fé“/%?.ﬁ. (SFA : Sales Force Automation), FLlL—HE U F
4, A<—hrZ U, CDN (Content Delivery Network), T Z /LY A, W
ANR—=T 4 IV AT L (CPS)

GEABI IC H— RORFID 25 L7 ¥B%E, 7y 7 Fo—rOEH (FL—H%EY
T4 MR, A~w—Fhar T 7 MED)

&)ﬁﬁﬁﬁtﬁﬁé&x%M
|- REHRITES BT &@yx%A@%M

BEH |[ERIEARER Yy hU—2 v 27 L, [EBFAL, v A F o= v
B, e A TR &w B, J77—F (REBERS T L) |

B) REMLGEYIFIITNYHF—
RFEWRY T N =Ty I — U ORI

R 2By 7 by =T Ry =Y (SEh, HERE, WEERY T v =T), ¥
MY 7 by =T Ry = (b, B, B ERT YT R =T Sy
—<3), DTP (DeskTop Publishing)

(4) Al (Artificial Intelligence : AT #0fE) OFIFA
- AT FIVE FH O R A K O E#F OREEL
- AT OFITE RS OFTEH B, Al Z2FEH 35 ECoEFHEOME

@ AL #iEH ORI K Ot
Al LV BWETHESEIEL, 5457200 ARFH] (ANBTLo AT #2572
E, AL FE I BT 2 A R OFe#t o=

FEH] AMLo AL HSER OWETLoER], AT - ST - B KRN
M), WL FIEHAA FIA L, [EHTED Al OFDOHENA N1
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(Ethics guidelines for trustworthy AI), AN THNGEF=fmFRIEE!

@ Al O HEE A, OVEHE B
- WFZEBREE, FHE, BE, WiR, BRoe, ~— T v/, b—ER, &, A7 F, K
i,«wx&7&& K& 7ppEtk (AEpE, W&, SUEIEE) T AL BAREAH STV
ZeE
< Al OFTEH BHNCIE, (KPUREE, FERFE R, JRIKZEH, FHESRE, Wi, TR
BhEnbsr b

FEEB] BT AL, UL AL ALIC K 2388, ALICK2B®EL, AL 7Y 2Z2 b

FERB| Al LDy T2 ONH, #iib 0 FEEIC LD T GEETH, v AT,
FRATTH, BERC P, EEiR LFEEICL DI — sy (BER T A T—
g, JEMiZ AR Y ), ML XS HE (A BhE O [ B EITHIE,
LW OIFIHIE), EEEIRZ A A DR AL F—E A

@ Al ZFEM$ % EToREEHA
CAI ZRFEMT 2 ECTRET NS 2L, BB, ADOEFIOHE

RS 7— 20 a7 R (RS TR, HROBEBICE > TELD S T X, Al
FIZFOEBICL DAL TR), TATYRADALT A, Al F—E 2AOELH,
ke A

Sz )2 L] [SESr == == "N == A s AN Ay il NI S D N - N = L
O~ = 3 J LLALE] T o~ p=d %4

15, TOS=TFYIHTIRTLA

[BE]

> TUU=T VT OBRICETARENLR T AT LAORHRE BT D,

(EBA)

vV o= VU TaRIIBIT A VAT MERRREBET D201, RENRZ Y
=T VT VAT AOFHERSCHE 2 TR BRT 5,

M ToSZF7IIIRHIZEITS ITER
- BHEMLIC L Ba%E - G0 X, AEEHCEREEHORILR Y, = v=T7 1V 7%
IBITAITIEROESR

2 REMEGEIOS=TFYIUFTORTL
 CAD (Computer Aided Design) 72 EDRFEHRT LT =T VT AT AOFHH
BER| by T U=T VLS, vlalb—vay, BrLr I, EES
2, JIT (Just In Time: ¥ A A & A L), FMS (Flexible Manufacturing

System : 7 U¥ > IIOVAEFET AT L), MRP (Material Requirements Planning :
BT ERE), U— AR, HARA

- 17 -
Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2021




16. e—ELRR

[(B4E]
> B RO DOREH T AT LD E RS 5,

(EEA]
v Ry =7 2R LS ERE S| 2 BT 570, VA RHLILbE
DT, ZTORHEEHEET D,

(1) EFEmEmsI
< A PEEG | D FARR) I

O EBREEG| OR
CEFPEEG NS L DPEMMGETIE, RIS RIS a A R AL, D niRETH
HICBANTEDHAREM NS D = & 7 K OFERI 725514

RG] v rT—n, 70— 7 L, HEERE

@ BRSO
RIS OFEEE

EC (Electronic Commerce : ¥ f-R§Ht5l), 020 (Online to Offline), EDI
(Electronic Data Interchange : F& 7 — # &2 #4), EFT (Electronic Fund
Transfer : B FEEBE), v v a2l ARE (RAv—Fr740OX ¥ U TR
7, FERfR IC YRS, QR o — RURFEIED), 71> T v (FinTech), 77U K
TrrT 4T

@ EFERS ORI
» ARG O BARR 22 R e O Fik

FEH| c ~— 7y b TLAR, AU TILrE—N, BEFA—Ivar, £ F—F v b
WX ), BY~F—, AVF—Fy NN —TFT 47, TAIa—H—EX,
ICAH— R «RFIDIEHY AT A, 7T 07 R =07, B5EEMai—

(2) EFERSINEBEER
BFERGNCIRIT DU A7 ROEF 2 U T 4 MROLENE, KOZ DA 28BN

THhy T 7V =3, eKYC (electronic Know Your Customer), AML -
CFT (Anti-Money Laundering ¢ Countering the Financing of Terrorism : < %
—n XY 7 TS ENR) V) a—a

17. loT SRT L - $HRAHVRAT L

[E4E)
> IoT ZRIH L7123V AT A0FIA I AT b OBEE & AR 7261 2 BfRET 5,
E1z)

v HIRBBICER SN TN D ToT ZFIH LIe Y AT ARMIAKR Y AT KA &R 572
DI, & DIARI 7R BRI 2 FE S 5,

(1) loTZMALEVRT LA
RO EAT ORI E S ToT ZFIH LIERENR T AT 2OHIL, ThBIZHNSER T
2 FAR 2 BT ok D4 Fr
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Fa—>, AR VTR MR ZTA+ Av—hFFA, Aw—hAE—DH—, aX
77w KAh—, BEhEEs, CASE (Connected, Autonomous, Shared & Services,
Electric), MaaS (Mobility as a Service), VA VYL A&\, virv b (FEE
M, EER, MEH, KEINSHIZDY), ToT b= b3 bR (G, HlE, &
wik, AfMb), 797 R —vRX, A~w—F+757 27 F)—, (A~v— L EE, |©

B g, HEMS (Home Energy Management System)

ERAG EEMO Fo—rouRy hOEHGE =R —ORETIESHMITIE,
FREPER (Gl - 3 - B - Wit &) IR TR TiE

(2) #AAHDRAT L
C HIEIAB Y AT L (AR OB, R BV BT S AR R A

FEB] AT /R, Tr—hv=T, EERnRy b, SR, Sk
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RKAEI: DATLEE $98E6: X TLEE

18. 1R AT LERE

[B4ZE)
> BEWMU AT ABKOEFRE AR, BIKBEOE X HF2HEd 5,

(EEA]
v ORREEIE 2 KRBT DTSR INDER S AT AEIKICOWT, ERE HA, B
HEEDEZ G BT %,

(1) 1B X T L
- HALOREE N, SIS KT 5 2 LA ARIC, HmI AT ABMESIND L

T =TT A XY —F

Q)ﬁ%ﬁﬁ
RIS OET NG 1Y, RERBEOSITC SWOT Ot K 2@ U ¢, EARrZ BENERTE
éi’bé &
FHEEHI| EA (Enterprise Architecture), SoR (Systems of Record), SoE (Systems of
Engagement)
19. #B7otx

(E4]

> %%&m,%%m&ﬁ& T B2 R B ET 5,

> EBETNVICBITHIRENRETV I OEXFEEET D,

> IN—T0xT, TT7 4 AV VOHRMIERZEEL, IEHT 2,

> AEa—F KONy NU—7 R LIEEOMRIO BN, B2 EEET 5,

(58]

vV OHYEBEDOV AT MEIZOWT, BFHIBINT 2N TE D L), ¥ ek x%
T ML L CUERERT 252 F 28RS 5,

V al bEa—Z KRRy NT—7 ZWRMTERT 22 LI 2 ¥BUESCI =T
—varyOlEbEX 5,

(1) ®BIotR

- KBUGE, MERRZXD 720, SUROEE 7 vt 2201 L THERT DLENH D
DT, ORI ﬁ'ﬂﬂﬁ“éﬁ%é’]ﬁ%T NS A &)

O =FVT
c EVRADMHHLREE S at AR RBICETET Y S DEXF

@ REWeET V7 FE
- RENRETNVERLRITIEOEZZTT

FHEEHI| E-R (Entity Relationship Diagram), DFD (Data Flow Diagram), BPMN

(Business Process Model and Notation)
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@ BTk A0S
BT AOET IMUICET AREN R TIESCT AT A

BPR (Business Process Reengineering), BPM (Business Process Management),
U—77nm—

(2) XHBERERVEIEMRR
c HIERERICa L a— 2%y NTU—27 D IT ZRIIEMN T2 T, "UA D
T —EEDEBONRIRKND Z &
- ERSOE N ORI\ T 72500 ), &
cEBE T —RE RMARENOERE TR ETREL, BV T 7 CRASNIEEET —4
oA D Z Lok D, MEAOR KR N YSE

RPA (Robotic Process Automation)

Q@ IToEHER
CIT G L7z, EBUEESEBDRILZ XD 720 OFkx 72751k

O 27 MU X D EBERRIL
c VAT MUICIE, BRSNS Y T N 2T Ry =D DMA, T—T T = T RF T
4 A=)V DEAN, HHOFRS AT LB - BA, Ry MU —7 ORER EOFEN
HDHDT, TNEINDREE RS

FHZEHI BYOD (Bring Your Own Device), IoT (Internet of Things), M2M (Machine to
Machine)

SERE LU — 7 ~DEGH

@ aIa=kr—aroibon 2T AFH
c EBUESELSDREED D LT EE DA a = — v a VEMIBITIT ) T2 D,
BRI 72 — L ORI 51

FAEEBI Web =ik, EFA— I, B8R, 7027, F+% > bk, SNS (Social
Networking Service), =7 Vv xa/)I—, A4 707, [F®WEBIT, PDS
(Personal Data Store)

ERB EBICBTLETFA—NDORM, HET 7 ANDT v T E—

200 YYa—3 EDRR

[B4E)

> REMARY—ERZEWUT, YUa—arr0OEZXFEHEMT S,

(5%83)

V I Va—arDEZFEBRTAT-0I12, REHZRY Y 2—3 g o ORMETIESOTE
B 2 PR 5,

1 vya—savelR
V) a—TarEURATHE, BEEDOEEBGREES, BEOMBERZMY, RIEMR
REREL, MERk~OXEEITY 2 &
AT MMBIZBITS VY a—Ya VOB R
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2 V)ya—>arofkiE
VAT MUIZBT DY) a—Ta rTiE, BB, YT hvaT Ry =T, ittt
OV —ERAERREOFERLD Z L

SI (System Integration), 777 Ka vV a2—7F ¢ 7, SaaS (Software as
a Service), PaaS (Platform as a Service), laaS (Infrastructure as a
Service ) , DaaS (Desktop as a Service), ASP (Application Service
Provider), 7V NV =00, RAT 4 VTP —ER, NIV TH—E R,
7L X A, PoC (Proof of Concept)

21. AT LFEREE - 5

(B4F]
> VAT MEHREFEOEE L AN EE D,

(E5EA]
v BWRY AT DA EEIERE) - EHBTICAENT 2O, IT (FFWEN) (2B 28% K&
ERPLETH D Z & BT 5,
V EBTOERAT LECLEL RS IT VT 70 —0#EG, RUEF TONHRY
AT AEREeET 5,
v ERIAT AFIHEREREFME L, BERET D 2 L OREBEREZHET D,

M ITysFs—
C HEETRE) - EBERTOEODICa B a—%, TV =g 7 2T RED IT &
PR L, ZhRAICIER T 5 HE

(2) EREHE
CERI AT LDETENT 272D OBEDFEMR L, B RIEFETEE) O HEME
P74 lr—var, TUXNVT 4L KR
Q) 1FH A T LA FAEBOFM - #REE
cAFHRS AT L OFENRHT, FIHE R ER AR ST X o THR S 2T L OF 5k

ZRHI L, BREET D Z & oEEM
- BRI - TR, DREMET LIV —3 AT A& B - R 525

BRSO, AT FrAax b, FASEBEERE, VATLATA 7Y
AT, UHI— AT AOFEHE « JIlET
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RKAEI: VATLEE 9987 DRXATLEH

22. AT LALETE

[(B1E)

> VAT MMEEHEIO H )& BfiE 5,

(E%BEA]

v HYSEBORERE, VAT AMUIZETABRFHIBINTE S L 51, AT AMEEHE O
HEg o7 & A 2B 5,

(1) AT LICEE
» VAT MMERHEITIE, MREH DN L TERD AT ZBIRICHE SV TY 2T SR E K
B AT DMEEERTT# 2R L, £V AT AOBEIAF, MHEaX b, RREAT A
EDOEEBZHLMZTDH &

A a— b, MR, U AT, BRI, Sl et X

23. EXES
(B4F]
> BRSO SIS EBBIFERD AN ZBET 5,
(E5EA]
v O HEEREDO VAT LMUICET OMENISINTE 2 X 912, EHEMFERD A/ % PR
ERAR
v HEEFROGH, T OEHLEHOED G B, EHT 5,

(1) XBEGER
C EBEMERTIE, BEEIESCU R T L8IE, FHHEO=—X2EE LT, AT HIIK
DOWEROCE 2 ERT LI L

R FIREOEROFLE, HENEOGN, BUTEE OO, EHEMOER, K
R - IR EMFOER, BHFOGE

24. EAERTE - EiE

[B4ZE)

> HEEOIEARN 72 E BT 5,

ELzD!

v O EMEBREOY AT MUICET ABENCSINTE 5 X )1, JHEO AR RN A PR
T2,

(1) RAEDFN
- ORI R FAE, HREMHKHE (RFI : Request For Information), f2ZR{KAHE
(RFP : Request For Proposal) DERK &S, SERLUEDIER, N X —BEND O
REROREEDOATF, BENEO LRGN, FHELEORE, AR, < Ad - BIXT
HHZ kL

7=

Ul

HiE, Al » 7 — 2 OFIICEAT 28K A R4~

k=]
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(2) tREIBGKE
- TEHERMKIEIY, REREEOMERIZEN > T, BX D 2 FEHEINEIMICET 2 5HA
LOLTDIT, NUZ—RFEITH LY AT MEDO BRLESBME PR L, Hleitz ik
HIHZLThDHI L

Q) REKEE
IR, NI L, BAV AT AOMESCREMKEFE, HESM R L
ZPPRL, REORNZEKET 00 ETHH L

(4) REE
CREETL, NN, RFP ZIEIIKRET LIZY AT LERR, PR TIER EONE 2K
FEOCICR L CTIRET D OIE T2 XETH L 2 &

b)) RiEE
- RREER, ATLO3, EH, SRR EREZRTXETHY, Bk
ERHENBEOMRIZE > THEHETHLZ &
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IROA MR

RO 4 : AREHN D88 : VAT LEARERKIN

25. JRTLBASEIR

[BE]

> VAT ABRO S at AOIER TN A BET A,

> VAT ABRICBIT S RMEY OB FEEET D,

E1:)

V VATEINREDXL IR T o AERTHBEININEHRT L7010, BFERK, &
H, TSIV, FRNEOTaEAOFENEMY, REUVRLLEa—0DE 2
Wikiaiiil AR

(1) SRATFLEEOTOER
AT ABRICBIT A 7 a2 OfikE

O VATLEMERK V7 by T EEERE
VAT A VT MU TIZERINDHEEE, YEREZR EAHM LT D VAT ABEHER,
V7 N =T EEERRENMTOND I &

FREEBI tereErl, JMSAEELE, RV a—, SEEE RN, ShSRbE, AN,
(S &)

@ &i

C VAT RERE, VT N TERERENSD L, ROER NG AN R E]
FEEG] KereRar, BRI

® ImarIIvr (BETANOEETEET)
cBENCE ST T e T ADOVERR
B LIl 2 D70 75 MR (NF) WNRWDETERT D201, HIET 2 b 21T
et
FES| =—7 127, RUA MRy I AT AR, TRy, a—FRbtEa—
SERB T A T — 2 OERR KO HT
@ #aE-TAR
CHURT A NEOT R T T BEFAEL, YT MU =T VAT AREN SR ICEIET S
WEIDEMRT D&
< T A MZIEEE, FEhi, FHhoOYA I AnHLH Tk
T ANEERT O EXIC, BEICHTHIFEEEZMMTOILERNH D Z &
WET AN, 77997 Ry AT AN, MRET A, A7 AL, BIFT A B
(V7 vvyiarTAxR)

NG
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26. BARTOtER - Fi&

[B4ZE)

> BB PIEICETIME, BREXCEMZIET S,

ELED!

vV V7 N =THEENRELATILEDIC, Y7 M2 THBICETIFESEZ T &
HEI 5,

() X4V 7 b 7REFE
- REMR Y T R T = TR FIEORS

FREERI MEE kT, A7 =7 MER, =—A/—A, UML, DevOps

2 ELVYIFI9THREBETIL
- RERRY 7 b= TRBET ILORM
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© TV X A VB B D HARRY T HIRE
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- V7 M= TR EZORG|IOEIELICHIT T, ENHDOR—RLRLEEERE D
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@ BEIRAEET IV
CBAR L RSFO T 0t A EFHE, SETHICY o T, VAT AR O 7 7 X A
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> Tl hwRXUALNDER, HUEOEZ FEZEET 5,
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ELED!
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28. Y—ERIRIDAVE
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> V—EX=RXVALOFEE, BN, BEX LMD,
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V BT AT A ERERDODRGIER L, £/, FIRAAICHTE—ERADNE %
HERF - M LS EAFEENRLETH DL Z L EHRT D,

v =B RAOFENE, i, BT, RELOCUEO O OMBOIRE LK OERE, &
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MY, TOEE, BN, BExHEHMET 5,

(1) Y—ERI R AV b
AR 2720, - AORBNE, Fit, BT, REROWEO D OO
BN OERE, L, FHY 5, —HORBHIROTBERE LTH—ERAVEXY AL b

W%
e
) ITIL
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Library) &5 Z &

3) H—ERLRILEEE
AR REDOEBEINT AT+ —~ A E LR, it EEEOFOSEEL
LT, Y—ERL~ULEEZE (SLA : Service Level Agreement) 235 Z &

29 Y—ERIRDAVIFIRTL
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> V—ERTRXTVAL RN VAT LAOPESLY —ERT A7 7 EOBHEIEH 2 BfFET 5,
(EBA)

vV P—ERASRXIA L N AT AOME A BT 5,

V P—ERT AT (~VTTRAY) ORI E L A PR D,

(1) Y—ERTRTC AV MO RTLOBE
R R VA MEBZEHT LT —ERAT R AL NURAT AT 5, MikIiTK
T D ERFTEOY
P—EAVRIAL RV AT A, F—EADERFE, ¥— 2 L-ULER,
FEEH, VU REREH, (L T MNEH, MESH, MRS HE, £EE
B, VU —AFOEMEE, — XA HEEHE, — U AfkeE e, h—ex
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AU EIRBD I EEEET D,
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31. JRTLEE
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> VAT LAEEREOER, BN, BXH, MNREEMET D,

> VAT LAEROERN N EEET 5,

(EL:)

V ¥R PIIBITAEREEBICIONT, BE EMEEAET 5,

V B AT LEMNBICEET DY AT AEEICONWT, ERE, BROLROIERK G
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(1) BEEXH
cMEHS AT DT HEEA O B & HH
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(2) YRTLEE
c VAT LAEREOHN L VAT AER ORI LN
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FER| A7 LEEEN, VAT AERELE
@ VAT AEEOWN
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REEG| o 27 AEAEFE, BETROEM, BEEIMOAT L, EEFREOERK
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EHE
32. EpERH
[B4ZE)
> WELR LSBT ANEKE], IT AN 2A0B/), B2 2R+ 5,
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v ¥R P OREIER ZEBRT LD, NEFERS 1T AT 2ANH 52 L 24
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33. BEEEHZF

(B4F]

> HEBORARNLE 2T BT 5,

> LEORAENRE Z T EBMT D,

(E5EA]

Vo2 e =4 THO BT — 2B 2 R R R 57, 2 EEICEIT S
ROBLL A, £8 EMPHE QAN RE 2 T 2R 5,

(1) #ExH

<2 ORI, BEEBROTE, 2 EEOMESCRERE, RITRERBMOFM L EDE
75
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ARG L, NN, BEUERZR E ORI RE 2 T5 LRI T

Q) REEF
BRI OB 27 & AR A, RO REBEER ORI ITiE

GEAAM  AND, OR, NOT, XOR (HELAUGHERFD) Z - 7= sk

34. RARF

[B42]

> R LR O AN B 2 I R BT S,

EL)

v F—2OWE, b, INTICLERRER LR, BB, BT,
HHITH, BBLRE O IEAN /2% 2 & BRT 5.

(1) w3 L& et
- SR LR O AR 2B 2 T

O HeROPE
- JES, AHEE R ORERDOE 2 T7

@ HEtOBEE
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BB 7 — 2 OEE (Fi, FH), F—20U~Bz, S0, SR, ~7 b
U, ATH, 1 ROy LRy, REE (R EE, NEFRE, MRRE, H
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R 55 O —1), W (=v), HRS T 7, BT

4) Fb5175
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V)

(6) BBt REE
- S LRVE O AR 2275 2 05

35. tHERICEET 2B

(B4E]

> EHMEOHNZHET D,

> EHOT VX MED IR 725 2 )5 & BT 5,
> Al OFIFICOWTHEARNRE 2 28T 5,

(E5EA]
v o P a— X THRIBESLT — 2T A EBHN LR EZMmAT-0, FHREOFL
5, FURNMMEOE 2 FROLFEOFEBT SN ERT S,

(1) TERBOHLY
CEy kS R ARC OB, HEEE M 6 T, P a0, p RY) Efior:
#LJ

(2 ¥R
s Thu LT UV E, B, EARME, TR Y, TUXMLE (A/D EH) O
HARWI2E 2 F

@) XFORHR
FAYE =S ONETIE, XTFERETRAL TSI L

4) WmIEHE
CREERELOE 2 7 b, AR L R L
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- Al OEAMTOFFE & AR 0% 2 )5
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36. T—AEE
(B4F]
> T HREEDIEARNIRE Z G e T %,
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Vv EBT—ZOOITROEREATI 12T, T—F ROT — X IED IR B 2 5 % B
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(1) T2 RUT—42#E
BT A=V ROZAT, B, Va— R, Ty ANl T EDEANRE X
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BER| VAN, Fa—, RZoU, A 25K

37. ZAITYXLETOFTSz Y]

[BE]

> TAIYRLOEANREZTL, BUSERSICIIERALE, TurF3I0 70
(B ey 2,

(58]

v EBORHTRY AT MEET D 12D, TATY R ALEREO AR 2% 2 )5 %
g 5.

v OREART L) R ARSI S TR S FER T 5,

V PN XREFATT DI T RS T IV T EIT D T L BT B,

(1) ZIY XLOEFEE
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2 LTI XLOERRE®
PV RAERBRTDHEL LT, AN (To—Fr— ) EPUSERHD - Y

BEs] X, st BT, A, IR, AHU, e BN B RVE, 7
|28 CREEOR, FHOR, MBI, SCFRAR L) |

Q) KEXMLGT7ZILTYXL
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EE
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38. FrGS5=4-TnJS5LERE
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> Tur 7 LRI SISO RIOT, Fie BT 5,

(E%BA)
v 7 20BN CCEEIR 0 7T AEFRERIRT H 2 L AT 5D,
v a5 LS53R RNET 0 I IV ICEE LT, a—F ¢ v ZkEE, ERE T

077 MMEE, TAT 7V L ERT D,

(1) 7RIS LEHE
|- 7075 L SHomE, 1Y

‘FF]E’EWH |C, Fortran, Java, C++, Python, JavaScript, R‘

2 a—TF4 VT EEOTOTS LEE
a—F 4 V7D HE, S
-%%®§47§UﬁE%%wék%$%ﬁ7D7§¢Vﬁﬁ?%é:d

REB [FTF (o7 7—vay), XA ROES, asfill, T2 —uE, 2
o NN—F, B TIN—F o, TAT TV, APT, WebAPI, n—=—F, /—=

ﬂ

39. ZTDMDEEE

S OMHH L £ DA RN T 2B 5,

L))
v o arta—# LUV T A 0RBEFEL LTRLA S TV b=mst st
7 — 2 NSRRI OWT, T ORI & MR BT 5,

w7 — NS AT DO RN (& Haaty) &EmT

) =—H7v7ER

- REWRT — X RSB Th oy — 2 T vy T EHBICONT, ZORBEE T B0
K72 —)L
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RFE T — & Sk S O R

IFRE&®] [JSoN (JavaScript Object Notation) |
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> GLERIEAROFEIE & R A BRE T 5,

(E%EA]
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K, R OGBS OB 2 5 2 BfRT 5,

(1) *EYDEELFHHE
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FREEGI RAM, ROM, FERMEAEY, REHRMEAEY (77 v 2 2% )|, DDR3 SDRA,
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VETHLHZ LT 5,

1N AHAhA4>427xz—R
s ANHHA BT 2 — AOFEHE (BHA X T 2—RA, A L H T x—R) bF—Fiiik
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AL (RA R A X=X =T 581 VWM (Virtual Machine :
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@) PRATFLOBRFEM
c VAT AORFEEOFTMICEET 5B 2
M= A b, EH= A b, TCO (Total Cost of Ownership)

- 41 -
Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2021



KAE8: AVEaA—42LRTL HH/EIT: VI b7
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@ 0SS DFFH
« 0SS 1Z1%, Y—A=a— FDOAR, BEAROFIROEEL, MEEFEOJFH]E W - 2R EN &
5Lk

®@ 0SS OfEfH
- 0SS 1L, 0S, BERY 7 hU =T, AT 4 AR T =T, T—HX—REHI R
Th, WHY 7 N =T lERHHT L
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KAE8: AVEL—43LRTL HHEI8: N—FHx7

49. N—F9zxz7 (AvEa1—4% - AHAEE)

(B#]

> Ay Va—X O L RS EERT D,

> A JEEE OFEE & FrE BR T 5,

(EL:)

V BRI ATLEERT S PC ZILDETIHIa L E -4, F—FKR—K, vUX,
TAAT VLA, TV o=t nolc N NHEEREORENN— R =T 2O
T, ZTNENOHSE L FdZ PRI 5,

(1) avEFa—4
- RFEH 2o ¥ 2 — X OFESE & B

PC, P— X, PHa L Ea—&, ML (R~v—F71>, 27 Ly MK,
T T T TR, Av— FT A I D)

(2) AHAOEE
- (R A ) EE OFRE & R

F—R—R, vUR, Ty b, A=V ZAFxT—, T/, N—
a—RKY—H— Web B AT, TV H— TAATLA, Tl H—, 3D
YA —

.45-

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2021



ROE9: BWER $HE19:

50. Ea—=d B T x—2iE{TH A V|

[B4Z]
> [ERTVA L DEZFOFELIRT S,

(EEA]
v HEIRZ T FORIISIE U TERICHER 27, BIEEZmDED§5700%
AT RXFiE BT 5,

(1) [ERTTA > DEZHOEH
AEBATHREL, HELL, MRERFOBRE SR B TE S Y
AEBRT P A L DD OFEICOWTERT S = &

FEEH 71 > 0B Gk, B30, Kl M), v /=7 747, WElte ) U4
15, UX 7% A > (User Experience T %A V)

(2) A=N—YILTHFL Y
AR L, BEEOFERRE ) OB P2 b 5T, TX ARV %< o AN RE I F]
HATEbZ BT 2=~V AT AL DEZS

FEH] Web 7B EUT 4, ¥V FT TN

A THTTT AT A

51. 42272 x—REH

[B4E])
> ba—~i A UHT 2 —ADKMEEET S,
> AUET 2 —ARFOEZEXH BT D,

El:)

V ba—~vl AU FT2—ADFRHRE, TORENRA L F T 2—ATHD GUL ITO0
T, SHERERZROKMAZHFET D,

V NEVRATLOERERDA L Z T 2 —A0, ENT IR LT I 2 RELSE
FTHZEEHEMRTLELE I, BELWA X T 2 —2ADFE 2 T BfiET 5,

M Ea—vw2oM424847zx—2R
b= AT 2—RAEE, NEVATLAOERERDA AT 2—ATHY, Hx
RFENDD L
REHl| =— S VT4, T7/EVEVT 4, V2 AF¥r—A ¥ Tx—A, VI

(Voice User Interface)

(2) GUI
c TT T4 I AR UIERNRER, KA T 4 v T TR R BT K DR 2
{E72 Y, GUI (Graphical User Interface) DHFH

BEs| v Ry, TAay, SUFREY, Fru IRy I A, YRRy R,
NIVTHERE, Ama—R— TNET A =ma— Ry T T v T A=a2—, P4
A
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(3) EEERE - EEE
C YT M 2 T OEECIETE A 2 A D E 2 S

OB
c ANOFTNRBERICRD LK 9I2T D, AWV —IVERTD, BETA X A%
FoRT DR E, BEMEOE OB OB 2

@ IEmERE
B H AR S, RORERIZRGOCUERNROW R A Y AT, A— L E iR
D CIRTICHE—HEr BT 572 Y, WYRIRERF D% 2 5

4) Web FH1 >

- YA FEEKROEGHTHROT A NCAZ AN — e HWNTHE—MEE L8700, EEFRED
Web 7 UHIZHIG L= T 5728, Web THA BN Ta2—HF LU T4 (HENOT
) OBLENKLETHLHZ L

CSS (Cascading Style Sheets), E/NA /L7 7 —ZA k

(5) AR ERE
[ 2—FEVF  om EEHOE L, AHT OSRGOS X T 2T 5.
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AAEY : BIWER DHE0: 2AFFEHAT47

52. TILF AT 4 THEI

[B42)

> [arva—Xickid s XT, [BF, Bk Closedkoms L st 2] B3
50

> O & HIE DR BT 5,

[538]

v EHAT 4 T EET D OB AT AT 4 THfflck-T, arva—# L
TXF, &F, 0GR COERERAIICRAD LS/ o7- 2 L 2 BT 5,
v REMR T 7 A MERO BB O - RISV TR 5,

M) IVFAT4T
s RIVTF AT 4T L, CFEERIONA T, BE, mig FEilm - Bhil) e S okkx e B e
DOT7FuTtERETF VAL, arEa—& ETHARICHS Z &
Web LT LY, NASN—RAF 4T, =ra—R, Fa—K, ZARY—37,
DRM (Digital Rights Management), CPRM (Content Protection for Recordable
Media), PDF (Portable Document Format)—HEMLE

(2) EERE
| BET— 5 OF V4 DR, REMRER 7 7 A VRO KM

[RE&H] Pov (Pulse Code Modulation : /L AZFEZ57), MIDI, WAV, MP3, AA]

(3) #iELE
|- 2B a—HITBT HEGRBOEAR A, KRB T 7 A VRO

mEs| [7xs—F—% (vv b~y 757 —%), ~u4—5—4% |JPEG, GIF, PNG,
BWP, TIFF, EPY

(4) BHERE
[ 2rEa—2CBT 2BHIEIO LA RS, RENRBIE 7 7 A VRO EH

‘Fﬁ%m‘ ‘7 L—2A, 7L —AL— ], 'MPEG (Moving Picture Experts Group),
H. 265, AVI, WP

(5) 1ERODER & #35
CF—ARBBKRENEFT =4, BILET— 2, BET— 2%, [FEx 7 7 o
S5 U7 JERE - MBESENFI STV H 2 &

CEMORME LT, TS RAE, Ky hU— 7 BRFOBBS S 5 &

ZIP, JEAEER, WIfERE, AT

, FULV A, T
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53. RIVF AT+ 7B

(B4F]
> AT AT 4 T EIROISH BRI BT 5,
(E5EA]

vV RBEIRELTOIZ T 7 4 v 7 ZARBOREEHET DL L HIT, ~AVTFAT 4T
Wiz Sl LTk 2 24585 03 b 5 = & BT 5,

M I2714vHR08E
c TTT7 4y 7 AREITEBT LA, EgROME, KON Y — /2B 5 R

@ oA
P IV Ve — X TIHAR, Jo 3 Ff RGB), ad 3 FE ()| WK 7 Lekssn
TH5H ek

CfalE, R, B, BEIC Lo TEBESATVA DL
s [nsEG, kR

@ MEBONE
S (BB, R KO

‘Fﬁ%’}ﬁlﬂ ‘dpi (dot per inch), ppi (pixels per inch) ‘

® FIT4YIAITRTT
Al U R (GRE =R [y by aT e b= (2 =B VT v =T
DFFH

(2) RIVF AT 1 7EWMDICH
« IVF AT 4 T HAR S U2 B o34

AV a—%T777 47 A (C6: Computer Graphics), X—F ¥ /LU T U T
4 (VR : Virtual Reality), PE3EHLFE (AR:Augmented Reality), 3D, ¥ I = L
— X —, —LA, 4K,/ 8K
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ROEI: BER PR T—5~—-2X

5. T—ER—ZFH

(B4]
» T —HARXR—ZANTF —ZN— 2 ZH L 25 L (DBMS : Database Management System)
DEFR, BW, ZEXHEHEMET 5,

E1z)

v ERHINCHERL S NI, SR E DT — 2 DESMTH LT —ERN—A L, F—
X EREERINCEREL, TNo0—BMWHARD, RICEY H3 72D ORERE 2 2 7=
HEDTHAHAT—HR—RABEH 2T NZONWT, FOEFHR, HW, ZE2HF2MT
%)O

(1) F—48~R—X
c F—AZRN—2DHW, H®, T—EETLDEZS

2) T—ER—RABEHIRATFT L
c T A R—=AEH AT A (DBMS) OEZ, HBY, B2

FREEMI| RDBMS, NoSQU (— U =2—2 7 (KVS), F¥a Ar MEAT—#~N—X,
V5 7T — 2 ~—2) |

5. F—45~—Z

[BE]

> T —HXDHHT - REFOE 2 EEET S,

E1z)

VT =X DGR« BREFFOLENEL, EOREARN T v R EET 5,

(1) F—42 5
 EBETHEAT LT —ZOWH L O LEEME

BEs| T2 oRs, T YLs

2) F—4% OEt
C T4 L OT— 4 O

RG] E-R M, =— KigEh, 74— R (EHB), va—F, ZyA0, F—TA (),

AL TERET 52 L
e
Fx—, SF—, AT VIR

@) T—2DERIE
- T DIEBUL OB
(72721, EHULOFEMRANRIEZM D7)
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56. T—HiEE

[BE]
> T —AR=ANLOT —X O 7 EOBMEEZEET 5,
E1:)
v BRTF—ER—2AEERT A0, VBT — 2 e AT 5,
(1) 7—421&%E
- BT — X R—ADT =X IZHET HREN LT — X EERE (2721, SQL OSCEEM D
A3

AR BIRT = RN—RXDOT =X DA, HH, BIR, 5, S O#E(ME

5. b+ %o a g
(E4]
> T—HRX—ZAD KT UV T Vg S ERRT S,
(Gl
v EEOFHAEIZL DT =2 OB EHNI N A T, RIFRFFEITHIE (PEfhfiaE), v o
NURERE72 Pl K o CT = R—RZRETHMLENRH D Z & BT 5,

(1) REFRITHE (PrthHE)

R OMMENT = ZIZREET 7 & 24 DEROBETE LMk 5 7o (2 Z 7[RRI T
W (HEMHIED) 2oV T, EOLEME L BERE OB

NP v ay, ACIDEHE Ty Ruyz, 24823y hAV b

2) EEEE

- [EER S OT —H [AEEZFEETH OIS ER Y H N Y BEBEICOWT, FOMLEN: R
REDAEE

F=v I HBA UM, Ny U=FUAND (m—nnv]], PxU—FU A

nlm~w7i7HF'
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KOE9: BiNER P82 vy b7—5

5. Xy FI—U AR

(B4]

> Xy hU—ZIZET 5 LAN & WAN &\ 5 S¥EZ BRI 5,

> Xy NT—7 BHERT D720 OB EE ORE 2 R 5,

> ToT Xy U —27 |23 HH0EE A BT 5,

(EL:)

vV 32y MU= 3 REREOFEBICB W THNERA KRR THD Z L2305 L, LAN
RWAN  OMRER ey T — 27 ORERIZHOWT, HEOMELHET S,

v BT 7N LAN ORRE ik BRT 5,

(1) Ry b= DR
c RSO U — 7 BN LANSRCWAN THRL SN TWD Z &, MOENZENDEE

2 Ry b= DERER
c A —YRy " EFORERN 2Ry NU—TDFRE, 2y NU—7 2RI BI04, B
e 7 C oseE|

Iy NI =T A BT 2—AH— K, =T, T, L—HK— XA T,
WA, (EEHE, A# LAN, MR LAN, VLAN, Wi-Fi, Wi-Fi Direct, A v/
= Wi-Fi, iPS (Wi Fi Protected Setup), 5" 7 4/ hF— k@ x A, FuF,
MAC 7 KL A, ESSID (Extended Service Set Identifier), @I {AE{E I
(LTE, 5G 72 &), f5iXE#E (bps : bits per second (B> %)), SDN
(Software-Defined Networking), E—=>

@) lIoeTxy FO—H DEHESR
« 1oT T /3A A, ToT =72 E%8iT 5 [oT X v b U — 7 OfECEBE T

FEEHI| LPWA (Low Power Wide Area), — v Y=t =2—F 47, BLE (Bluetooth
Low Energy), IoT = U7 x>y hU—7

E RG] EEREE GIEREEAERREEDY), B (RdEdy), HERENRE, HBC
Ji& Cleadf5 5 o3
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59. BEJO ko)L

[B4ZE)

> Ry NU—U T —%F 7 F v DS L B ABRT 5,
> SEETa ha oM EMES BT S,

> HITCHASN TWARENZRT 0 b aLo&E 28 iEd 5,

E1:)

v RBARAVAT ABRERTERETAT-DICIE, BESe FaARBKETHDL D L A ER
15,

vV AU H—Fy FTHEHASNTWARENLR T 0 b a LoE| 2B g5,

(1) REBERY FT—9F—XTIF ¥

D oSt HAZEET Y
|- 1SO BEHE LT, TJEnbRbs%y hU—2 7 —%7 7 Fx Tho 05l EABHET Y
(D% 8D JARR kR, & ORI DRI

mEs s, S—% V)8, *v RU—JJE, b7 AK—bE, ki a Vg,
LB T—variE, 77—y a

@ 1cp/1P BEEET Y
A r—%ybhbDara—F %y hU—2 CEERICAHEh TS, 4 B
KAy NT—27 T —%F 7 F % Thsh TCP/IP EEET LD EDIEAN I HERE, %

& O[] D BER

BEs ko hv— A F T2, A X =%y B, FTI AR—LE, 7]
Vr—varE

(2) BETO L
AFHOFREM L ZEMTIHREIEET D720120F, BT HHANGE-> TRV Y 54
ERHDH L
cIoT VAT ATHHAEIND®ETm a2 Lokt

TCP/1P, HTTP, HTTP over TLS (HTTPS), SMTP, POP, IMAP, FTP, NTP (Network
Time Protocol), DHCP, ~"— F&=-

60. Ry +FI9—YH

(B4F]

> A F—Fy FOEKBRMAAI &Y — B RO BT 5,

> BEY RO, mEEER LR S,

(E5EA]

VoA Z =3y FOEANGAAZ BT L LIS, B A ARES Iy
~ LY —E RO BT S,

V AF =Xy MR EDBEEIT I LD OBEY — U XA DREE IR D,

M €A1 82—xy FOHEA
A HE—Fy NIt SN v Ea—X T, BHED IP TRLAL RAAL VA TEE
nTnaszk

| 1P 7 FLA (IPv6, IPv4, Zm— L, 754 ~_—F), FAA 4, DNS, URL
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2 12—y FYH—EX
B A=, Web, 77 ANWRIERE, A X —Fy b ETRIHENDM A 720 —EAD
R R TR AR E A

FHEEMI R A —, A—=VU T U AK, A—J)LiRw 7 A, cc, bee, cookie, MIME,
RSS, v I AL AL —

Q) EEY—EZR
CEfEY—E RO
MM EE, RBBEEKEREFFESE (MVNO : Mobile Virtual Network
Operator), A > X —% v MEEHY —E RFHEZE (ISP : Internet Service
Provider), /37 v MBfE, E/AV@E, EHFE, AP (77 E2RAKRAL R, ~
Y RA ==, m—3 7, MINO, IPEFSE, St@EfE, v V772705 —v =
¥, THV T, SIMI—F, eSIM (embedded SIM), 7 L= 27 A

ERAB) Ny MBEOE AT, RS L RIS L DT 0B 2T
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KO : BiRER PHW2:. £F¥a U7+«

61. HHEX1LY T4

G

> Fy FT—JHAICBVTREAICERT S LV I BET, FHtral T EAC
DWW CHfES S,

€15

v B OIERTE A BRI T ) oIl 2 U 7 AUETH D D L A EET
}Z)o

v RO & AR RS, ORI A BT S

v REMEETE, RO ~ORE SR 5,

(1) E/EF1) 71 OWE
AEWE 2 U T DR ZE L HRY

YA N—TE ], YA SR

2) REEE
- IR DEREEONREM R E LT, BEE®R, =EER, AV ER R,
NFEFRRER DD Z &

Q) #EL& M
AEWE 2 U T ORKE BB OTEIE & BN 726 iLik
cEX2 VT4 A VT U PR ELLT K RDLERTH 2 Hagatt

O  AHEBOTRME & R
- (REFA 22 NV O TEAR & Fri%

W2, Wk, BHR, WAR, WH, BUTEL, JTukLS, Y—va
TLV=T YL, WERE, BEME, EYRRA—AREHK (BEC), ¥—/ =
.

ERB FEREF2 VTR =S FHROEEL
@  BARAVEE O & FF%
« RER 72 BRI E B OTE & KK

FEERl| ~1 v =7 (BUEa—HTANA, Ry b, AL T=T, FoHL0=T),
T4 avr =7, [U—n, buAOKE, RAT, ~7 0L LR, H
77—, ¥—ud—, Ny RT, Ty AN T Ny =T, SPAN

@  WBLRYE B O & R
- RER 72 BRRYE B OTEAR & F3 1K

FREEGI s, W, BETA

@ Jfasatt
AEW AT AOERE X 2 Y T BT D K, ATEREOMKE TOREM, WEEE~
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DAL 72 & D Mfaga DO WEE
BEE| N, BXa VT R, ARIMESRNE, v F—IT

® RIEDAT=A L
C RIEATZ AT DN, WEPREIC K D82 U T ¢ Fl - FEOREZP Y
% 128 DEBLREA D& 2 J5

REB| FEDRTAT LI (B, B, 4k

4) WMBF&
cEW T AT L, KRR OMEAA~OINE S DARIERITE & Tk, OIS~ KR OB
B
FRAZEMI - FEESWEE, B0 (T— T —R) K SNAT— U R NgE
VAV A NAI VT T 4T, JaAY A NI AN T H—V Y, 71
IV yxXT, RIAT A XTI a—R, QLAY rvay, T4
V7 hU R R—H1
- BZE (Man—in—the—middle) ¥ #8, MITB (Man—in—the-browser) M(%%, & =
HHfk, IP AT —T 40, Frx vl aRA A=, Byiaran, Ty
v 7
* DoS (Denial of Service : —E Af5E) K DDoS WE, 7 VT Iy v
U
- FERORISCEE OKER AR 0 B RIKEB I DY), 74 v T (DD
U 7 FERIED)
- BuTAKE, AR T hT =T OBREDEH]
s WEOEH (K— kA% v I3

62. fEHtE¥X2Y T« ERE

(B4F]
> VAZ=xVA b, HlREx=2 )T BHICETSEAT, ElEx=U 7 ¢ EH
ROEAR BT %,

(E%EA]

vV VRIS RY AL NOLENEEZEET D,

v o EREX 2T 0 R EATEFRRGED BRSO 0B 2 F 2B R 5,

v KRS ORER G R 2 U T o R - BERY, KCOBEET D il A PR 5,

(1) YRHZIRTAV b
CURT TRV AL ME, VRS OFE © S - 3l - RS LV S R CERE S LDk
- H A BT LB B 72008, S = o 7 L ORI - Al L oY
DLETHDLHZ &
B V A/ TEAAL N (URIEEE, VRIS, URAZFHE), UAZ5bE (Y
27k, U AZIE (YRR, U RAT55E), VATA)

(2 FREXLY T+ EE
- EHREX 2V T A BHOMBEEEEREX 2V T 4w RV A N AT A (ISMS
Information Security Management System) D# x J7
| HHRtx= VT RY — (FHRtx=) T4 H8h), HRexaV T 0ESHE
(Bgm M, seaatt, mTHM:, HIEME, JMBEWE S0, EfEM), it
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Fa2UT 4 VA7, HREFa2VT 40070 b, fikfAIE (PDCA 72 &)

Q) EAERRE
- TG BORE DM, TERST T A N~ — I iR EDORUED B

RS 754N — Y v— (AR B, RREEEE, A S~

4) EBEXa) T« fHEE - BES
« RIET 7B R X HDWEZM OGS, FREIEOZDORSE, HEHRtx2V 7212875
BEIRIGEN 72 P RAT OB X =2 U T ¢ M0k - BRI O&E], K OB 5 i)

EHtxaU s (ZEAS, CSIRT, SOC (Security Operation Center), =/t
a—FRIET 7B AmHHIE, a o —2 AV RmHHIE, Y7 hU =T %
O Ma g5 M B I BT 2 i AL, J-CSIP (B A N—1FRIEH A =TT «
7), FAN—L A% 2—% (J-CRAT), SECURITY ACTION

63. tEHEXaUT WK - HBEFa )T« RERI

[BE]
> BElEX=2 U7 o ROERNE 2, KOO THE 3R 2T 5,
> IoT VAT AW TIEREX =2V T 1 2R T DO ER TG 2 HE S 5,

(EEA]
vV BREX 2T 4 ~ORR& BRI LT, MELARRHLZ @ EINTAT O 720Is, ARY -
BARE - B e % =2 U 7 ¢ OIE D B HAR 25 R 2 B9 5,
V Bl EX 2T o RS SIS E R, B, WRAE, APHEEIR R E Ot ok
2T 5,
v ToT Y AT LDEREF 2 VT 1 ZMERT DI2OICEEOFEE « TA BT A s
LW SRR 5,

(1) FHREFX21) 71 HEDESE
CEHE X2 U T R E LTOAR - Hii1 - PR Y 2 U 7 ¢ MR O AR 25 205

ORPN:EE RS
c AN =2 U 7 ¢ 5RO FEE
- TR B IR D R ARkt R D EAT

FEEGI Wt d o VT K%, )T A (R — BT B Al
), B RSB BNERIE LA RS A, 77 % A

BB BV T A ICBETAEE I, Bl VT R Y — - KA
B s ~ =2 T IVOESF, T B AMDOREREDT 7 AEH

© HifeytEFx =2 U T ¢ kR
- BRI 2 U T PR O
* IR TR T D AR O FE4T

REG| =—r v, T/ RREME, 77 AT 74—, WAF (Web Application
Firewall), IDS (Intrusion Detection System : {2 AM%1S A 7 &), IPS
(Intrusion Prevention System : % APBj 1> A5 A), DLP (Data Loss
Prevention), SIEM (Security Information and Event Management), Ffij& % v
U —27, DMZ (FERtEEHIE ), SSL/TLS (Secure Sockets Layer/Transport
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Layer Security), VPN (Virtual Private Network), MDM (Mobile Device
Management), TBFZNL, TUHNTF LTI A, XX ML —T g T A
b, TuavrFz—r, WMEME, BEXF 2T 7 — b, TPM (Trusted Platform
Module : % = U7 4 F v ), PCI DSS

BRG] ~L =7  RET0ZT A5 (A7 =TV 7 FOEA, v»?;?
ERT 7 ANVOEHINEDN), A ¥ —Fy MIHEREIC Tét%:)74
(zﬂbﬁ%,mL74w&)/7,:/7//74w&)/7,mc7 vz
b{”&UVﬁJ&7V75WZVFUﬂW,%%ﬁ%ﬁ«ﬁTyﬁ?*h
XU T Ny FOmEAIEN)

® WHEHAIEX=2V T 40 X5K
- WEIE X 2 U T g 6P OFEEE
« FHFR DN —NAZHE S T-ATEN D FEAT

FES| B AT, MEEEE, NBEREH, JUTFRS -2 UT A Y-, X
2T 47—, BRI T v
SERBI IC H— FEHAWE NERE S
(2) EEEHEEM
CHEE X 2 ) T o RHERET D 7 0 I B A BT 0 ARE 2 g, T L 3 V]
R 7 & DR

RG] msns S hR, ARES AR, A7)y FEERR, Ny v B, W
b, 85, T4 AT L, 7 7 A KAk

SERE] WPA2 72 ST L A MERE LAN DR EAL

(3) EREEHLfN
c SREFDOMEM:, B AT D7D E D X 9 ARG WV B 5 O
* %ﬂ%no)nu HETEH_T J: OT{Tb) E%"C% 6753@%%

BER| ForEs (B, KGR , XA LAX T (RAIFEEE)

(4) FIREEEE
* FIRHBERBRED 2D ICHI A S % Bt OFfEE, (¥

FEH] /1> FUHE ID LSRT—FR) , T7RAEH, ICH— R, UrZA LN
AT — R, SHEFEZEE SMS ZREE, VYA A

(5) HEMFEERE (/XA F A FYH RFED)
- FIHEFERSICHH S D 85Il 0 —>TH 2 ERFERERM OFEEH, i

FREEBI #R <% — > 3REE, AL
JEIE

,[E, ?é:/inl}a HEE; J;Enm HE) #I‘ﬁﬂ%mu HEE ZIKJ\*E 4) ﬂﬁ

mm
mm

(6) ~pRRER
* INBREEAR O BN LR 2 & R

FAEEHI PKI (Public Key Infrastructure : /~PHEESEME) , 7 U X VEEE, /L— Rk
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B, S — NGEBAE, 7 A4 72 biEBAE, CA (Certification Authority :

EES
RN R
J&)) , CRL (Certificate Revocation List : sFBHEZZh Y & )

M 7FVr—>avVIIr9x7 - loT SRTFLOEF2Y T4
T IV =g bR )T o OXROFEE, B
« ToT AT A, ToT 2 Di%EF « BARRIZOW TREINT-EHOFEE « WA R4 0 03b
5z
X2 VT AL THA Y, FIANRU—SA TP A2, 7 AP FASY

TT 4 TRE, QL AV va rwK, [oT ¥ X2 VT4 WA KTA42, 2
via—<F loT X2 VT 4 HA R
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